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CVE CVE-2020-14521
State PUBLIC
Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-11 18:15:00 UTC
Updated 2023-11-07 03:17:00 UTC
Description Multiple Mitsubishi Electric Factory Automation engineering software products have a malicious code execution vulnerability

/ |

Risk And Classification

Problem Types: CWE-276

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mitsubishielectric  Cc-link le Control Network Data Collector 1.00a All All All
Application Mitsubishielectric  Cc-link le Field Network Data Collector 1.00a All All All
Application Mitsubishielectric  Cc-link le Tsn Data Collector 1.00a All All All
Application Mitsubishielectric  Cpu Module Logging Configuration Tool All All All All
Application Mitsubishielectric Cw Configurator All All All All
Application Mitsubishielectric  C Controller Interface Module Utility All All All All
Application Mitsubishielectric  C Controller Interface Module Utility All All All All
Application Mitsubishielectric  C Controller Module Setting And Monitoring Tool All All All All
Application Mitsubishielectric  C Controller Module Setting And Monitoring Tool - All All All
Application Mitsubishielectric Data Transfer All All All All
Application Mitsubishielectric Ezsocket All All All All
Application Mitsubishielectric  Fr Configurator2 All All All All
Application Mitsubishielectric  Fr Configurator2 - All All All
Application Mitsubishielectric  Fr Configurator Sw3 All All All All
Application Mitsubishielectric  Fr Configurator Sw3 - All All All
Application Mitsubishielectric  Got1000 All All All All
Hardware Mitsubishielectric  Got1000 Series Gt10 - All All All
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References

Reference

www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2020-007_en.pdf
Mitsubishi Electric Factory Automation Engineering Products (Update E) | CISA

CVE Program record

NVD vulnerability detail

/

Source

MISC

MISC

CVE.ORG

NVD

Link Tags

www.mitsubishielectric.com  Vendor Advisory
www.cisa.gov
WWwWw.cve.org canonical

nvd.nist.gov canonical, analy

No vendor comments have been submitted for this CVE.


http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/mx_mesinterface
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/mx_mesinterface-r
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/mx_sheet
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/m_commdtm-io-link
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/m_commdtm-io-link
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/network_interface_board_cc-link_ver.2_utility
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/network_interface_board_cc-link_ver.2_utility
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/network_interface_board_cc-link_ver.2_utility_firmware
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/network_interface_board_cc_ie_control_utility
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/network_interface_board_cc_ie_control_utility
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/network_interface_board_cc_ie_control_utility_firmware
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/network_interface_board_cc_ie_field_utility
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/network_interface_board_cc_ie_field_utility
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/network_interface_board_cc_ie_field_utility_firmware
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/network_interface_board_mneth_utility
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/network_interface_board_mneth_utility
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/network_interface_board_mneth_utility_firmware
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/position_board_utility_2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/position_board_utility_2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/px_developer
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/rt_toolbox2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/rt_toolbox3
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/setting/monitoring_tools_for_the_c_controller_module
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/setting/monitoring_tools_for_the_c_controller_module
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/slmp_data_collector
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/slmp_data_collector
https://www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2020-007_en.pdf
https://www.cisa.gov/uscert/ics/advisories/icsa-20-212-04
https://www.cve.org/CVERecord?id=CVE-2020-14521
https://nvd.nist.gov/vuln/detail/CVE-2020-14521

Legacy QID Mappings

591145 Mitsubishi Electric Factory Automation Engineering Products (Update H) Denial of Service (DoS) Vulnerability (ICSA-20-212-
04)
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