
CVE-2020-14521
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2020-14521

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-11 18:15:00 UTC

Updated 2023-11-07 03:17:00 UTC

Description Multiple Mitsubishi Electric Factory Automation engineering software products have a malicious code execution vulnerability. A malicious attacker could use this vulnerability to obtain information, modify information, and cause a denial-of-service condition.

Risk And Classification

Problem Types: CWE-276

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mitsubishielectric Cc-link Ie Control Network Data Collector 1.00a All All All

Application Mitsubishielectric Cc-link Ie Field Network Data Collector 1.00a All All All

Application Mitsubishielectric Cc-link Ie Tsn Data Collector 1.00a All All All

Application Mitsubishielectric Cpu Module Logging Configuration Tool All All All All

Application Mitsubishielectric Cw Configurator All All All All

Application Mitsubishielectric C Controller Interface Module Utility All All All All

Application Mitsubishielectric C Controller Interface Module Utility All All All All

Application Mitsubishielectric C Controller Module Setting And Monitoring Tool All All All All

Application Mitsubishielectric C Controller Module Setting And Monitoring Tool - All All All

Application Mitsubishielectric Data Transfer All All All All

Application Mitsubishielectric Ezsocket All All All All

Application Mitsubishielectric Fr Configurator2 All All All All

Application Mitsubishielectric Fr Configurator2 - All All All

Application Mitsubishielectric Fr Configurator Sw3 All All All All

Application Mitsubishielectric Fr Configurator Sw3 - All All All

Application Mitsubishielectric Got1000 All All All All

Hardware Mitsubishielectric Got1000 Series Gt10 - All All All
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Hardware Mitsubishielectric Got1000 Series Gt10 - All All All

Hardware Mitsubishielectric Got1000 Series Gt11 - All All All

Hardware Mitsubishielectric Got1000 Series Gt12 - All All All

Hardware Mitsubishielectric Got1000 Series Gt14 - All All All

Hardware Mitsubishielectric Got1000 Series Gt15 - All All All

Hardware Mitsubishielectric Got1000 Series Gt16 - All All All

Hardware Mitsubishielectric Got1000 Series Gt21 - All All All

Hardware Mitsubishielectric Got1000 Series Gt23 - All All All

Hardware Mitsubishielectric Got1000 Series Gt25 - All All All

Hardware Mitsubishielectric Got1000 Series Gt27 - All All All

Application Mitsubishielectric Got2000 All All All All

Application Mitsubishielectric Gt Designer2 Classic All All All All

Application Mitsubishielectric Gt Designer2 Classic - All All All

Application Mitsubishielectric Gt Designer3 All All All All

Application Mitsubishielectric Gt Softgot1000 All All All All

Application Mitsubishielectric Gt Softgot2000 All All All All

Application Mitsubishielectric Gx Developer All All All All

Application Mitsubishielectric Gx Logviewer All All All All

Application Mitsubishielectric Gx Works2 All All All All

Application Mitsubishielectric Gx Works3 All All All All

Application Mitsubishielectric Melfa-works All All All All

Application Mitsubishielectric Melsec Wincpu Setting Utility All All All All

Application Mitsubishielectric Melsec Wincpu Setting Utility - All All All

Application Mitsubishielectric Melsoft Complete Clean Up Tool All All All All

Application Mitsubishielectric Melsoft Em Software Development Kit All All All All

Application Mitsubishielectric Melsoft Em Software Development Kit - All All All

Application Mitsubishielectric Melsoft Iq Appportal All All All All

Application Mitsubishielectric Melsoft Navigator All All All All

Application Mitsubishielectric Mi Configurator All All All All

Application Mitsubishielectric Mi Configurator - All All All

Application Mitsubishielectric Motion Control Setting All All All All

Application Mitsubishielectric Motorizer All All All All

Application Mitsubishielectric Mr Configurator2 All All All All

Application Mitsubishielectric Mtconnect Data Collector All All All All

Application Mitsubishielectric Mt Works2 All All All All

Application Mitsubishielectric Mx Component All All All All
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Application Mitsubishielectric Mx Mesinterface All All All All

Application Mitsubishielectric Mx Mesinterface-r All All All All

Application Mitsubishielectric Mx Sheet All All All All

Application Mitsubishielectric M Commdtm-io-link All All All All

Application Mitsubishielectric M Commdtm-io-link - All All All

Hardware Mitsubishielectric Network Interface Board Cc-link Ver.2 Utility - All All All

Application Mitsubishielectric Network Interface Board Cc-link Ver.2 Utility - All All All

Operating System Mitsubishielectric Network Interface Board Cc-link Ver.2 Utility Firmware All All All All

Hardware Mitsubishielectric Network Interface Board Cc Ie Control Utility - All All All

Application Mitsubishielectric Network Interface Board Cc Ie Control Utility - All All All

Operating System Mitsubishielectric Network Interface Board Cc Ie Control Utility Firmware All All All All

Hardware Mitsubishielectric Network Interface Board Cc Ie Field Utility - All All All

Application Mitsubishielectric Network Interface Board Cc Ie Field Utility - All All All

Operating System Mitsubishielectric Network Interface Board Cc Ie Field Utility Firmware All All All All

Hardware Mitsubishielectric Network Interface Board Mneth Utility - All All All

Application Mitsubishielectric Network Interface Board Mneth Utility - All All All

Operating System Mitsubishielectric Network Interface Board Mneth Utility Firmware All All All All

Application Mitsubishielectric Position Board Utility 2 All All All All

Application Mitsubishielectric Position Board Utility 2 - All All All

Application Mitsubishielectric Px Developer All All All All

Application Mitsubishielectric Rt Toolbox2 All All All All

Application Mitsubishielectric Rt Toolbox3 All All All All

Application Mitsubishielectric Setting/monitoring Tools For The C Controller Module All All All All

Application Mitsubishielectric Setting/monitoring Tools For The C Controller Module - All All All

Application Mitsubishielectric Slmp Data Collector - All All All

Application Mitsubishielectric Slmp Data Collector All All All All

References

Reference Source Link Tags

www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2020-007_en.pdf MISC www.mitsubishielectric.com Vendor Advisory

Mitsubishi Electric Factory Automation Engineering Products (Update E) | CISA MISC www.cisa.gov

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings
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591145 Mitsubishi Electric Factory Automation Engineering Products (Update H) Denial of Service (DoS) Vulnerability (ICSA-20-212-
04)
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