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Summary

CVE CVE-2020-14523

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-11 18:15:00 UTC

Updated 2022-03-01 16:20:00 UTC

Description Multiple Mitsubishi Electric Factory Automation products have a vulnerability that allows an attacker to execute arbitrary code.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mitsubishielectric Cw Configurator All All All All

Application Mitsubishielectric Fr Configurator2 All All All All

Application Mitsubishielectric Gx Works2 All All All All

Application Mitsubishielectric Gx Works3 All All All All

Application Mitsubishielectric Iu Configuration Tool All All All All

Application Mitsubishielectric Iu Developer2 All All All All

Application Mitsubishielectric Melsoft Iq Appportal All All All All

Application Mitsubishielectric Melsoft Navigator All All All All

Application Mitsubishielectric Mi Configurator All All All All

Application Mitsubishielectric Mr Configurator2 All All All All

Application Mitsubishielectric Mt Works2 All All All All

Application Mitsubishielectric Mx Component All All All All

Hardware Mitsubishielectric Rd78g16 - All All All

Operating System Mitsubishielectric Rd78g16 Firmware All All All All

Hardware Mitsubishielectric Rd78g32 - All All All

Operating System Mitsubishielectric Rd78g32 Firmware All All All All

Hardware Mitsubishielectric Rd78g4 - All All All
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Hardware Mitsubishielectric Rd78g4 - All All All

Operating System Mitsubishielectric Rd78g4 Firmware All All All All

Hardware Mitsubishielectric Rd78g64 - All All All

Operating System Mitsubishielectric Rd78g64 Firmware All All All All

Hardware Mitsubishielectric Rd78g8 - All All All

Operating System Mitsubishielectric Rd78g8 Firmware All All All All

Hardware Mitsubishielectric Rd78ghv - All All All

Operating System Mitsubishielectric Rd78ghv Firmware All All All All

Hardware Mitsubishielectric Rd78ghw - All All All

Operating System Mitsubishielectric Rd78ghw Firmware All All All All

Application Mitsubishielectric Rt Toolbox3 All All All All

References

Reference Source Link Tags

JVNVU#90224831: 複数の三菱電機製 FA 製品における複数の脆弱性 MISC jvn.jp

Mitsubishi Electric Factory Automation Products Path Traversal (Update B) | CISA MISC www.cisa.gov

www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2020-008_en.pdf MISC www.mitsubishielectric.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Mashav Sapir of Claroty reported this vulnerability to CISA

There are currently no legacy QID mappings associated with this CVE.
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