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Vulnerability in the Java SE, Java SE Embedded product of Oracle Java SE (component: Libraries). Supported versions th¢
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 20.04 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 9.0 All All All
Fedoraproject Fedora 31 All All All
Fedoraproject Fedora 32 All All All
Mcafee Epolicy Orchestrator 5.10.0 - All All
Mcafee Epolicy Orchestrator 5.10.0 update_1 All All
Mcafee Epolicy Orchestrator 5.10.0 update_2 All All
Mcafee Epolicy Orchestrator 5.10.0 update_3 All All
Mcafee Epolicy Orchestrator 5.10.0 update_4 All All
Mcafee Epolicy Orchestrator 5.10.0 update_5 All All
Mcafee Epolicy Orchestrator 5.10.0 update_6 All All
Mcafee Epolicy Orchestrator 5.10.0 update_7 All All
Mcafee Epolicy Orchestrator 5.10.0 update_8 All All
Mcafee Epolicy Orchestrator 5.9.0 All All All
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Application Mcafee Epolicy Orchestrator 5.9.1 All All All
Application Netapp 7-mode Transition Tool - All All All
Application Netapp Active Ig Unified Manager All All All All
Application Netapp Active Ig Unified Manager All All All All
Application Netapp Cloud Backup - All All All
Application Netapp Cloud Secure Agent - All All All
Application Netapp E-series Performance Analyzer - All All All
Application Netapp E-series Santricity Os Controller All All All All
Application Netapp E-series Santricity Os Controller All All All All
Application Netapp E-series Santricity Storage Manager - All All All
Application Netapp E-series Santricity Storage Manager - All All All
Application Netapp E-series Santricity Unified Manager - All All All
Application Netapp E-series Santricity Unified Manager - All All All
Application Netapp E-series Santricity Web Services - All All All
Application Netapp E-series Santricity Web Services Proxy - All All All
Application Netapp E-series Santricity Web Services Proxy - All All All
Application Netapp Oncommand Insight - All All All
Application Netapp Oncommand Workflow Automation - All All All
Application Netapp Santricity Unified Manager - All All All
Application Netapp Snapmanager - All All All
Application Netapp Snapmanager - - All All
Application Netapp Steelstore Cloud Integrated Storage - All All All
Application Netapp Storagegrid - All All All
Application Netapp Storagegrid All All All All
Operating System Opensuse Leap 15.2 All All All
Application Oracle Jak 1.7.0 update261 All All
Application Oracle Jak 1.7.0 update_261 All All
Application Oracle Jdk 1.8.0 update251 All All
Application Oracle Jdk 1.8.0 update_251 All All
Application Oracle Jdk 1.7.0 update_261 All All
Application Oracle Jak 1.8.0 update_251 All All
Application Oracle Jre 1.8.0 update251 All All
Application Oracle Jre 1.8.0 update_251 All All
Application Oracle Jre 1.8.0 update_251 All All
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Reference

Oracle JDK/JRE: Multiple vulnerabilities (GLSA 202209-15) — Gentoo security

Oracle Critical Patch Update Advisory - July 2020

[SECURITY] Fedora 32 Update: java-1.8.0-openjdk-1.8.0.262.b10-1.fc32 - package-announce - Fedora Mailing-Lists
OpendDK: Multiple vulnerabilities (GLSA 202008-24) — Gentoo security

[SECURITY] Fedora 32 Update: java-1.8.0-openjdk-1.8.0.262.b10-1.fc32 - package-announce - Fedora Mailing-Lists
[security-announce] openSUSE-SU-2020:1893-1: important: Security update

[SECURITY] Fedora 31 Update: java-1.8.0-openjdk-1.8.0.262.b10-1.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] [DLA 2325-1] openjdk-8 security update

[SECURITY] Fedora 31 Update: java-1.8.0-openjdk-1.8.0.262.b10-1.fc31 - package-announce - Fedora Mailing-Lists
Debian -- Security Information -- DSA-4734-1 openjdk-11

McAfee Security Bulletin - ePolicy Orchestrator update addresses multiple vulnerabilities (CVE-2020-7317, CVE-2020-7318, CVE-2020-1393¢
July 2020 Java Platform Standard Edition Vulnerabilities in NetApp Products | NetApp Product Security
USN-4453-1: OpenJDK 8 vulnerabilities | Ubuntu security notices | Ubuntu
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

375601 IBM WebSphere Application Server Multiple Vulnerabilities(6256732)

375626 IBM Cognos Analytics Multiple Vulnerabilities (6451705)

375813 Azul Java Multiple Vulnerabilities Security Update July 2020

375982 Amazon Corretto Critical Patch Update (JUL2020)

376248 IBM Spectrum Control Multiple Vulnerabilities (6359903,6359899,6359901)
377185 Alibaba Cloud Linux Security Update for java-1.8.0-openjdk (ALINUX2-SA-2020:0107)
501104 Alpine Linux Security Update for openjdk8

501214 Alpine Linux Security Update for openjdk7

501649 Alpine Linux Security Update for openjdk7

670542 EulerOS Security Update for java-1.8.0-openjdk (EulerOS-SA-2021-2300)

750542 OpenSUSE Security Update for java-1_8_0-openjdk (openSUSE-SU-2020:2083-1)

750556 OpenSUSE Security Update for java-1_8_0-openjdk (openSUSE-SU-2020:2048-1)
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