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State

Assigner
Source Priority
Published
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Description

/

CVE-2020-14581

PUBLIC

secalert_us@oracle.com

CVE Program / NVD first with legacy fallback

2020-07-15 18:15:00 UTC

2023-11-07 03:17:00 UTC

Vulnerability in the Java SE, Java SE Embedded product of Oracle Java SE (component: 2D). Supported versions that are

Risk And Classification

1|

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)
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Application Oracle Jak 14.0.1 All All All
Application Oracle Jre 1.8.0 update251 All All
Application Oracle Jre 1.8.0 update_251 All All
Application Oracle Jre 1.8.0 update_251 All All
Reference

[SECURITY] Fedora 31 Update: java-11-openjdk-11.0.8.10-2.fc31 - package-announce - Fedora Mailing-Lists
Oracle JDK/JRE: Multiple vulnerabilities (GLSA 202209-15) — Gentoo security

Oracle Critical Patch Update Advisory - July 2020

[SECURITY] Fedora 32 Update: java-1.8.0-openjdk-1.8.0.262.b10-1.fc32 - package-announce - Fedora Mailing-Lists
USN-4433-1: OpendDK vulnerabilities | Ubuntu security notices | Ubuntu

[security-announce] openSUSE-SU-2020:1175-1: important: Security update

[SECURITY] Fedora 32 Update: java-11-openjdk-11.0.8.10-2.fc32 - package-announce - Fedora Mailing-Lists
[security-announce] openSUSE-SU-2020:1191-1: important: Security update

[SECURITY] Fedora 32 Update: java-1.8.0-openjdk-1.8.0.262.b10-1.fc32 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 32 Update: java-11-openjdk-11.0.8.10-2.fc32 - package-announce - Fedora Mailing-Lists
[security-announce] openSUSE-SU-2020:1893-1: important: Security update

[SECURITY] Fedora 31 Update: java-1.8.0-openjdk-1.8.0.262.b10-1.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] [DLA 2325-1] openjdk-8 security update

[SECURITY] Fedora 31 Update: java-11-openjdk-11.0.8.10-2.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 31 Update: java-1.8.0-openjdk-1.8.0.262.b10-1.fc31 - package-announce - Fedora Mailing-Lists
Debian -- Security Information -- DSA-4734-1 openjdk-11

McAfee Security Bulletin - ePolicy Orchestrator update addresses multiple vulnerabilities (CVE-2020-7317, CVE-2020-7318, CVE-2020-1393¢
July 2020 Java Platform Standard Edition Vulnerabilities in NetApp Products | NetApp Product Security
USN-4453-1: OpenJDK 8 vulnerabilities | Ubuntu security notices | Ubuntu

CVE Program record

NVD vulnerability detail

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

375601 IBM WebSphere Application Server Multiple Vulnerabilities(6256732)
375813 Azul Java Multiple Vulnerabilities Security Update July 2020

375982 Amazon Corretto Critical Patch Update (JUL2020)
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http://cve.report/qid/375601
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501104 Alpine Linux Security Update for openjdk8

501205 Alpine Linux Security Update for openjdki1

501214 Alpine Linux Security Update for openjdk7

501649 Alpine Linux Security Update for openjdk7

670542 EulerOS Security Update for java-1.8.0-openjdk (EulerOS-SA-2021-2300)

670631 EulerOS Security Update for java-1.8.0-openjdk (EulerOS-SA-2021-2389)

750542 OpenSUSE Security Update for java-1_8_0-openjdk (openSUSE-SU-2020:2083-1)

750556 OpenSUSE Security Update for java-1_8_0-openjdk (openSUSE-SU-2020:2048-1)
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