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CVE CVE-2020-14779
State PUBLIC
Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-10-21 15:15:00 UTC
Updated 2023-11-07 03:17:00 UTC
Description Vulnerability in the Java SE, Java SE Embedded product of Oracle Java SE (component: Serialization). Supported versions
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System  Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System  Debian Debian Linux 10.0 All All All
Operating System  Debian Debian Linux 9.0 All All All
Operating System  Fedoraproject ~ Fedora 31 All All All
Operating System  Fedoraproject ~ Fedora 32 All All All
Operating System  Fedoraproject ~ Fedora 33 All All All
Operating System  Fedoraproject  Fedora 31 All All All
Operating System  Fedoraproject  Fedora 32 All All All
Operating System  Fedoraproject ~ Fedora 33 All All All
Application Netapp 7-mode Transition Tool - All All All
Application Netapp 7-mode Transition Tool - All All All
Application Netapp Active Ig Unified Manager All All All All
Application Netapp Active Ig Unified Manager All All All All
Application Netapp Active Iq Unified Manager All All All All
Application Netapp Active Ig Unified Manager All All All All
Application Netapp E-series Santricity Os Controller All All All All
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References

Reference Source

[SECURITY] Fedora 32 Update: java-11-openjdk-11.0.9.11-0.fc32 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 33 Update: java-11-openjdk-11.0.9.11-0.fc33 - package-announce - Fedora Mailing-Lists FEDORA
Debian -- Security Information -- DSA-4779-1 openjdk-11 DEBIAN
Oracle Critical Patch Update Advisory - October 2020 MISC
[SECURITY] [DLA 2412-1] openjdk-8 security update MLIST
OpendDK: Multiple vulnerabilities (GLSA 202101-19) — Gentoo security GENTOO

[SECURITY] Fedora 32 Update: java-1.8.0-openjdk-1.8.0.272.b10-0.fc32 - package-announce - Fedora Mailing-Lists FEDORA
[SECURITY] Fedora 32 Update: java-1.8.0-openjdk-1.8.0.272.b10-0.fc32 - package-announce - Fedora Mailing-Lists
[security-announce] openSUSE-SU-2020:1893-1: important: Security update SUSE
[SECURITY] Fedora 33 Update: java-1.8.0-openjdk-1.8.0.272.b10-0.fc33 - package-announce - Fedora Mailing-Lists FEDORA
[SECURITY] Fedora 32 Update: java-11-openjdk-11.0.9.11-0.fc32 - package-announce - Fedora Mailing-Lists FEDORA
[SECURITY] Fedora 31 Update: java-11-openjdk-11.0.9.11-0.fc31 - package-announce - Fedora Mailing-Lists FEDORA
[SECURITY] Fedora 33 Update: java-1.8.0-openjdk-1.8.0.272.b10-0.fc33 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 31 Update: java-11-openjdk-11.0.9.11-0.fc31 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 31 Update: java-1.8.0-openjdk-1.8.0.272.b10-0.fc31 - package-announce - Fedora Mailing-Lists FEDORA
[SECURITY] Fedora 33 Update: java-11-openjdk-11.0.9.11-0.fc33 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 31 Update: java-1.8.0-openjdk-1.8.0.272.b10-0.fc31 - package-announce - Fedora Mailing-Lists

October 2020 Java Platform Standard Edition Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

330080 IBM AIX Java Multiple Vulnerabilities (java_mar2021_advisory)

375285 EulerOS Security Update for java-1.8.0-openjdk (EulerOS-SA-2021-1310)

375367 EulerOS Security Update for java-1.8.0-openjdk (EulerOS-SA-2021-1198)

375466 IBM CICS Transaction Gateway Multiple Vulnerabilities

375815 Azul Java Multiple Vulnerabilities Security Update October2020

375983 Amazon Corretto Critical Patch Update (OCT2020)

377238 Alibaba Cloud Linux Security Update for java-11-openjdk (ALINUX2-SA-2020:0172)
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377467 Alibaba Cloud Linux Security Update for java-1.8.0-openjdk (ALINUX2-SA-2020:0174)

377821 F5 BIG-IP Multiple Vulnerabilities (K35253541)

501104 Alpine Linux Security Update for openjdk8

501206 Alpine Linux Security Update for openjdk11

501214 Alpine Linux Security Update for openjdk7

501650 Alpine Linux Security Update for openjdk7

670417 EulerOS Security Update for java-1.8.0-openjdk (EulerOS-SA-2021-1982)

670859 EulerOS Security Update for java-1.8.0-openjdk (EulerOS-SA-2021-1982)

750542 OpenSUSE Security Update for java-1_8_0-openjdk (openSUSE-SU-2020:2083-1)

750556 OpenSUSE Security Update for java-1_8_0-openjdk (openSUSE-SU-2020:2048-1)

750579 OpenSUSE Security Update for java-11-openjdk (openSUSE-SU-2020:1994-1)

750585 OpenSUSE Security Update for java-11-openjdk (openSUSE-SU-2020:1984-1)
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