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Source Priority CVE Program / NVD first with legacy fallback

Published 2020-10-21 15:15:00 UTC
Updated 2023-11-07 03:17:00 UTC

Description Vulnerability in the MySQL Server product of Oracle MySQL (component: Server: Locking). Supported versions that are affi
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Fedoraproject Fedora 31 All All All
Operating System Fedoraproject Fedora 32 All All All
Operating System Fedoraproject Fedora 33 All All All
Operating System Fedoraproject Fedora 31 All All All
Operating System Fedoraproject Fedora 32 All All All
Operating System Fedoraproject Fedora 33 All All All
Application Mariadb Mariadb All All All All
Application Netapp Active g Unified Manager All All All All
Application Netapp Active Ig Unified Manager All All All All
Application Netapp Active Ig Unified Manager All All All All
Application Netapp Active Iq Unified Manager All All All All
Application Netapp Oncommand Insight - All All All
Application Netapp Oncommand Insight - All All All
Application Netapp Oncommand Workflow Automation - All All All
Application Netapp Oncommand Workflow Automation - All All All
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Application Netapp Snapcenter - All
Application Netapp Snapcenter - All
Application Oracle Mysql All All
Application Oracle Mysql All All
Application Oracle Mysql All All
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References

No vendor comments have been submitted for this CVE.

Reference Source
[SECURITY] [DLA 2538-1] mariadb-10.1 security update MLIST
[SECURITY] Fedora 32 Update: mariadb-10.4.16-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA
MySQL: Multiple vulnerabilities (GLSA 202105-27) — Gentoo security GENTOO
[SECURITY] Fedora 31 Update: mariadb-connector-c-3.1.11-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA
Oracle Critical Patch Update Advisory - October 2020 MISC
[SECURITY] Fedora 32 Update: mariadb-10.4.16-1.fc32 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 33 Update: mariadb-connector-c-3.1.11-1.fc33 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 33 Update: mariadb-connector-c-3.1.11-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA
[SECURITY] Fedora 31 Update: mariadb-connector-c-3.1.11-1.fc31 - package-announce - Fedora Mailing-Lists
October 2020 MySQL Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM
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NVD vulnerability detail NVD
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Legacy QID Mappings

159407 Oracle Enterprise Linux Security Update for mysql:8.0 (ELSA-2021-3590)

239646 Red Hat Update for mysql:8.0 (RHSA-2021:3590)

239672 Red Hat Update for rh-mysql80-mysqgl (RHSA-2021:3811)

296070 Oracle Solaris 11.4 Support Repository Update (SRU) 28.82.3 Missing (CPUOCT2020)

377120 Alibaba Cloud Linux Security Update for mariadb:10.3 (ALINUX3-SA-2021:0014)

500384 Alpine Linux Security Update for mariadb

501436 Alpine Linux Security Update for mariadb

504144 Alpine Linux Security Update for mariadb

690386 Free Berkeley Software Distribution (FreeBSD) Security Update for mysql (4fba07ca-13aa-11eb-b31e-d4c9ef517024)
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710088 Gentoo Linux MySQL Multiple vulnerabilities (GLSA 202105-27)

750489 OpenSUSE Security Update for mariadb (openSUSE-SU-2020:2254-1)

750521 OpenSUSE Security Update for mariadb (openSUSE-SU-2020:2149-1)

750540 OpenSUSE Security Update for mariadb (openSUSE-SU-2020:2090-1)

900074 CBL-Mariner Linux Security Update for mysql 8.0.21

903402 Common Base Linux Mariner (CBL-Mariner) Security Update for mysql (3182)

940295 AlmaLinux Security Update for mariadb:10.3 (ALSA-2020:5500)

940376 AlmaLinux Security Update for mysql:8.0 (ALSA-2021:3590)

960453 Rocky Linux Security Update for mariadb:10.3 (RLSA-2020:5500)
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