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Summary

CVE CVE-2020-14928

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-07-17 16:15:00 UTC

Updated 2023-11-07 03:17:00 UTC

Description evolution-data-server (eds) through 3.36.3 has a STARTTLS buffering issue that affects SMTP and POP3. When a server sends a "begin TLS" response, eds reads additional data and evaluates it in a TLS context, aka "response injection."

Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 20.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 20.04 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 31 All All All

Application Gnome Evolution-data-server All All All All
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DLA-2281-1

DSA-4725-1

Bug 1173910 – VUL-0: CVE-2020-14928: evolution-data-server: Response Injection via STARTTLS in SMTP and POP3

[SECURITY] [DLA 2281-1] evolution-data-server security update

USN-4429-1: Evolution Data Server vulnerability | Ubuntu security notices | Ubuntu
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Debian -- Security Information -- DSA-4725-1 evolution-data-server

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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174823 SUSE Enterprise Linux Security update for evolution-data-server (SUSE-SU-2021:0891-1)

296071 Oracle Solaris 11.4 Support Repository Update (SRU) 27.82.1 Missing (CPUOCT2020)

377392 Alibaba Cloud Linux Security Update for evolution (ALINUX3-SA-2022:0095)

670296 EulerOS Security Update for evolution-data-server (EulerOS-SA-2021-1780)

750291 OpenSUSE Security Update for evolution-data-server (openSUSE-SU-2021:0482-1)

940300 AlmaLinux Security Update for evolution (ALSA-2020:4649)

960357 Rocky Linux Security Update for evolution (RLSA-2020:4649)
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