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Source Priority CVE Program / NVD first with legacy fallback
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Updated 2023-11-07 03:17:00 UTC

Description Mutt before 1.14.4 and NeoMutt before 2020-06-19 have a STARTTLS buffering issue that affects IMAP, SMTP, and POPZ
i)

/ |

Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 19.10 All All All
Operating System Canonical Ubuntu Linux 20.04 All All All
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Fedoraproject Fedora 31 All All All
Operating System Fedoraproject Fedora 32 All All All
Application Mutt Mutt All All All All
Application Mutt Mutt All All All All
Application Neomutt Neomutt All All All All
Application Neomutt Neomutt All All All All
Operating System Opensuse Leap 15.1 All All All
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Operating System Opensuse Leap 15.2

All All
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References

Reference

Debian -- Security Information -- DSA-4708-1 neomutt
Debian -- Security Information -- DSA-4707-1 mutt

Mutt, Neomutt: Multiple vulnerabilities (GLSA 202007-57) — Gentoo security

[SECURITY] [DLA 2268-2] mutt regression update
[SECURITY] [DLA 2268-1] mutt security update

mutt 1.14.4 released

Release NeoMutt 2020-06-19 - neomutt/neomutt - GitHub

USN-4403-1: Mutt vulnerability and regression | Ubuntu security notices | Ubuntu

tls: clear data after a starttls acknowledgement - neomutt/neomutt@fb013ec - GitHub

The Mutt E-Mail Client

[security-announce] openSUSE-SU-2020:0915-1: important: Security update

Fix STARTTLS response injection attack. (c547433c) - Commits - Mutt Project / mutt - GitLab
[security-announce] openSUSE-SU-2020:0903-1: important: Security update
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[SECURITY] Fedora 31 Update: mutt-1.14.5-1.fc31 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 32 Update: mutt-1.14.5-1.fc32 - package-announce - Fedora Mailing-Lists

Response Injection via STARTTLS in SMTP, POP3 and IMAP (#248) - Issues - Mutt Project / mutt - GitLab

Source

FEDORA

[SECURITY] Fedora 31 Update: mutt-1.14.5-1.fc31 - package-announce - Fedora Mailing-Lists
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DEBIAN

GENTOO

[SECURITY] Fedora 32 Update: mutt-1.14.5-1.fc32 - package-announce - Fedora Mailing-Lists
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

354118 Amazon Linux Security Advisory for mutt : ALAS2-2022-1892

750531 OpenSUSE Security Update for neomutt (openSUSE-SU-2020:2127-1)

296071 Oracle Solaris 11.4 Support Repository Update (SRU) 27.82.1 Missing (CPUOCT2020)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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