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Summary

CVE CVE-2020-15043

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-29 18:15:00 UTC

Updated 2020-07-06 18:35:00 UTC

Description iBall WRB303N devices allow CSRF attacks, as demonstrated by enabling remote management, enabling DHCP, or modifying the subnet range for IP addresses.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Iball Wrb303n - All All All

Hardware Iball Wrb303n - All All All

Operating System Iball Wrb303n Firmware - All All All

Operating System Iball Wrb303n Firmware - All All All

References

Reference

GitHub - Saket-taneja/IballCSRFExploit: Cross Site request forgery attack On IBall router WRB303N allows to modify IP subnets and other management interface.

Iball CSRF Exploit · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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