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Summary

CVE CVE-2020-15095

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-07-07 19:15:00 UTC

Updated 2023-11-07 03:17:00 UTC

Description Versions of the npm CLI prior to 6.14.6 are vulnerable to an information exposure vulnerability through log files. The CLI supports URLs like "<protocol>://[<user>[:<password>]@]<hostname>[:<port>][:][/]<path>". The password value is not redacted and is printed to stdout and also to any generated log files.

Risk And Classification

Problem Types: CWE-532

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cli Project Cli All All All All

Application Cli Project Cli All All All All

Operating System Fedoraproject Fedora 33 All All All

Application Npmjs Npm All All All All

Operating System Opensuse Leap 15.1 All All All

Operating System Opensuse Leap 15.2 All All All

Operating System Opensuse Leap 15.1 All All All

Operating System Opensuse Leap 15.2 All All All

References

Reference Source Link Tags

[security-announce] openSUSE-SU-2020:1660-1: important: Security update SUSE lists.opensuse.org Third Party Advisory

cli/CHANGELOG.md at 66aab417f836a901f8afb265251f761bb0422463 · npm/cli · GitHub MISC github.com Release Notes, Third Party Advisory

Sensitive information exposure through logs · Advisory · npm/cli · GitHub CONFIRM github.com Third Party Advisory

[SECURITY] Fedora 33 Update: nodejs-14.15.1-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[security-announce] openSUSE-SU-2020:1644-1: moderate: Security update f SUSE lists.opensuse.org Third Party Advisory

chore: remove auth info from logs · npm/cli@a9857b8 · GitHub MISC github.com Patch, Third Party Advisory
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NodeJS: Multiple vulnerabilities (GLSA 202101-07) — Gentoo security GENTOO security.gentoo.org

[SECURITY] Fedora 33 Update: nodejs-14.15.1-1.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[security-announce] openSUSE-SU-2020:1616-1: important: Security update SUSE lists.opensuse.org Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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750612 OpenSUSE Security Update for nodejs8 (openSUSE-SU-2020:1644-1)

940128 AlmaLinux Security Update for nodejs:12 (ALSA-2020:4272)

940231 AlmaLinux Security Update for nodejs:10 (ALSA-2021:0548)

960230 Rocky Linux Security Update for nodejs:12 (RLSA-2020:4272)

960843 Rocky Linux Security Update for nodejs:10 (RLSA-2021:0548)

982991 Nodejs (npm) Security Update for npm (GHSA-93f3-23rq-pjfp)
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