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Summary

CVE CVE-2020-15118

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-07-20 18:15:00 UTC

Updated 2020-07-28 12:29:00 UTC

Description In Wagtail before versions 2.7.4 and 2.9.3, when a form page type is made available to Wagtail editors through the `wagtail.contrib.forms` app, and the page template is built using Django's standard form rendering helpers such as form.as_p, any HTML tags used within a form field's help text will be rendered unescaped in the page. Allowing HTML within help text is an intentional design decision by Django; however, as a matter of policy Wagtail does not allow editors to insert arbitrary HTML by default, as this could potentially be used to carry out cross-site scripting attacks, including privilege escalation. This functionality should therefore not have been made available to editor-level users. The vulnerability is not exploitable by an ordinary site visitor without access to the Wagtail admin. Patched versions have been released as Wagtail 2.7.4 (for the LTS 2.7 branch) and Wagtail 2.9.3 (for the current 2.9 branch). In these versions, help text will be escaped to prevent the inclusion of HTML tags. Site owners who wish to re-enable the use of HTML within help text (and are willing to accept the risk of this being exploited by editors) may set WAGTAILFORMS_HELP_TEXT_ALLOW_HTML = True in their configuration settings. Site owners who are unable to upgrade to the new versions can secure their form page templates by rendering forms field-by-field as per Django's documentation, but omitting the |safe filter when outputting the help text.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Torchbox Wagtail All All All All

Application Torchbox Wagtail All All All All

References

Reference Source Link Tags

wagtail/2.9.3.rst at master · wagtail/wagtail · GitHub MISC github.com Release Notes, Third Party Advisory

Model field reference | Django documentation | Django MISC docs.djangoproject.com Third Party Advisory

Escape help text in form builder forms by default · wagtail/wagtail@d9a41e7 · GitHub MISC github.com Patch, Third Party Advisory

Form builder — Wagtail 2.0.1 documentation MISC docs.wagtail.io Vendor Advisory

HTML injection through form field help text · Advisory · wagtail/wagtail · GitHub CONFIRM github.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

690542 Free Berkeley Software Distribution (FreeBSD) Security Update for wagtail (e1d3a580-cd8b-11ea-bad0-08002728f74c)
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