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Prism is vulnerable to Cross-Site Scripting. The easing preview of the Previewers plugin has an XSS vulnerability that allow

Risk And Classification

1|

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apple Safari - All All All
Application Apple Safari - All All All
Application Microsoft Internet Explorer - All All All
Application Microsoft Internet Explorer - All All All
Application Prismjs Previewers All All All All
Application Prismjs Previewers All All All All

References |
Reference Source Link Tags
XSS vulnerability in the Previewers plugin - Advisory - PrismJS/prism - GitHub CONFIRM  github.com Third Party Advisor
Previewers A Prism plugins MISC prismjs.com  Vendor Advisory
Previewers: Fixed XSS by RunDevelopment - Pull Request #2506 - PrismJS/prism - GitHub ~ MISC github.com Patch, Third Party .
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov  canonical, analysis
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No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

180644 Debian Security Update for node-prismjs (CVE-2020-15138)

378599 Splunk Enterprise Third Party Package Updates for June (SVD-2023-0613)
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