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Summary

CVE CVE-2020-15150

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-09-01 17:15:00 UTC

Updated 2020-09-11 14:34:00 UTC

Description There is a vulnerability in Paginator (Elixir/Hex package) which makes it susceptible to Remote Code Execution (RCE) attacks via input parameters to the paginate() function. This will potentially affect all current users of Paginator prior to version 1.0.0. The vulnerability has been patched in version 1.0.0 and all users should upgrade to this version immediately. Note that this patched version uses a dependency that requires an Elixir version >=1.5.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Duffel Paginator All All All All

Application Duffel Paginator All All All All

References

Reference Source Link Tags

paginator/README.md at ccf0f37fa96347cc8c8a7e9eb2c64462cec4b2dc · duffelhq/paginator · GitHub CONFIRM github.com Third Party Advisory

Remote Code Execution Vulnerability · Advisory · duffelhq/paginator · GitHub CONFIRM github.com Third Party Advisory

paginator | Hex CONFIRM hex.pm Product

Merge pull request from GHSA-w98m-2xqg-9cvj · duffelhq/paginator@bf45e92 · GitHub CONFIRM github.com Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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