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Summary

CVE CVE-2020-15156

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-26 19:15:00 UTC

Updated 2020-09-01 17:41:00 UTC

Description In nodebb-plugin-blog-comments before version 0.7.0, a logged in user is vulnerable to an XSS attack which could allow a third party to post on their behalf on the forum. This is due to lack of CSRF validation.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nodebb Blog Comments All All All All

Application Nodebb Blog Comments All All All All

References

Reference Source Link

nodebb-plugin-blog-comments MISC www.npmjs.com

fix: CSRF issues · psychobunny/nodebb-plugin-blog-comments@cf43bee · GitHub MISC github.com

XSS due to lack of CSRF validation for replying/publishing · Advisory · psychobunny/nodebb-plugin-blog-comments · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

983199 Nodejs (npm) Security Update for nodebb-plugin-blog-comments (GHSA-43m5-c88r-cjvv)
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