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Summary

CVE CVE-2020-15163

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-09-09 18:15:00 UTC

Updated 2021-11-18 17:45:00 UTC

Description Python TUF (The Update Framework) reference implementation before version 0.12 it will incorrectly trust a previously downloaded root metadata file which failed verification at download time. This allows an attacker who is able to serve multiple new versions of root metadata (i.e. by a person-in-the-middle attack) culminating in a version which has not been correctly signed to control the trust chain for future updates. This is fixed in version 0.12 and newer.

Risk And Classification

Problem Types: CWE-345

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Linuxfoundation The Update Framework All All All All

Application Linuxfoundation The Update Framework All All All All

References

Reference Source

tuf · PyPI MISC

Do not immediately verify latest root when rotating by trishankatdatadog · Pull Request #885 · theupdateframework/tuf · GitHub MISC

Merge pull request #885 from trishankatdatadog:trishankatdatadog/corr… · theupdateframework/tuf@3d342e6 · GitHub CONFIRM

Invalid root may become trusted root · Advisory · theupdateframework/tuf · GitHub CONFIRM

Release tuf v0.12.0 · theupdateframework/tuf · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

980046 Python (pip) Security Update for tuf (GHSA-f8mr-jv2c-v8mg)
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