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Summary

CVE CVE-2020-15166

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-09-11 16:15:00 UTC

Updated 2023-11-07 03:17:00 UTC

Description In ZeroMQ before version 4.3.3, there is a denial-of-service vulnerability. Users with TCP transport public endpoints, even with CURVE/ZAP enabled, are impacted. If a raw TCP socket is opened and connected to an endpoint that is fully configured with CURVE/ZAP, legitimate clients will not be able to exchange any message. Handshakes complete successfully, and messages are delivered to the library, but the server application never receives them. This is patched in version 4.3.3.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 9.0 All All All

Operating System Fedoraproject Fedora 32 All All All

Operating System Fedoraproject Fedora 33 All All All

Application Zeromq Libzmq All All All All

Application Zeromq Libzmq All All All All

References

Reference Source Link

[SECURITY] Fedora 32 Update: zeromq-4.3.3-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 33 Update: zeromq-4.3.3-1.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

ZeroMQ: Denial of service (GLSA 202009-12) — Gentoo security GENTOO security.gentoo.org

problem: zeromq connects peer before handshake is complete by somdoron · Pull Request #3913 · zeromq/libzmq · GitHub MISC github.com

Problem: test_security_zap occasionally segfaults by bluca · Pull Request #3973 · zeromq/libzmq · GitHub MISC github.com

[SECURITY] [DLA 2443-1] zeromq3 security update MLIST lists.debian.org

[SECURITY] Fedora 32 Update: zeromq-4.3.3-1.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 33 Update: zeromq-4.3.3-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Denial-of-Service on CURVE/ZAP-protected servers by unauthenticated clients · Advisory · zeromq/libzmq · GitHub CONFIRM github.com
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

500830 Alpine Linux Security Update for zeromq

504567 Alpine Linux Security Update for zeromq

690130 Free Berkeley Software Distribution (FreeBSD) Security Update for libzmq4 (21ec4428-bdaa-11eb-a04e-641c67a117d8)

750605 OpenSUSE Security Update for zeromq (openSUSE-SU-2020:1910-1)

750608 OpenSUSE Security Update for zeromq (openSUSE-SU-2020:1907-1)
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