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CVE CVE-2020-15169
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-09-11 16:15:00 UTC
Updated 2023-11-07 03:17:00 UTC
Description In Action View before versions 5.2.4.4 and 6.0.3.3 there is a potential Cross-Site Scripting (XSS) vulnerability in Action Viev
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Action View Project Action View All All All All
Application Action View Project Action View All All All All
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 10.0 All All All
Operating System Fedoraproject Fedora 33 All All All
Operating System Fedoraproject Fedora 33 All All All

References |
Reference Source Link
Potential XSS vulnerability in Action View - Advisory - rails/rails - GitHub CONFIRM github.com
[SECURITY] [DLA 2403-1] rails security update MLIST lists.debian.org
[SECURITY] Fedora 33 Update: rubygem-actiontext-6.0.3.3-1.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproje
Debian -- Security Information -- DSA-4766-1 rails DEBIAN www.debian.or¢

[SECURITY] Fedora 33 Update: rubygem-actiontext-6.0.3.3-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproje
CVE Program record CVE.ORG www.cve.org
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https://cve.report/
https://cve.report/CVE-2020-15169/mitre
https://cve.report/CVE-2020-15169/nist
https://cve.report/CVE-2020-15169/cve_org
https://cve.report/CVE-2020-15169.pdf
http://cve.report/vendor/action_view_project
http://cve.report/software/action_view_project/action_view
http://cve.report/vendor/action_view_project
http://cve.report/software/action_view_project/action_view
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
https://github.com/rails/rails/security/advisories/GHSA-cfjv-5498-mph5
https://lists.debian.org/debian-lts-announce/2020/10/msg00015.html
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/XJ7NUWXAEVRQCROIIBV4C6WXO6IR3KSB/
https://www.debian.org/security/2020/dsa-4766
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/XJ7NUWXAEVRQCROIIBV4C6WXO6IR3KSB/
https://www.cve.org/CVERecord?id=CVE-2020-15169
https://nvd.nist.gov/vuln/detail/CVE-2020-15169

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

239228 Red Hat Update for Satellite 6.9 (RHSA-2021:1313)

690465 Free Berkeley Software Distribution (FreeBSD) Security Update for rails (7b630362-f468-11ea-a96c-08002728f74c)

750577 OpenSUSE Security Update for rmt-server (openSUSE-SU-2020:2000-1)

750580 OpenSUSE Security Update for rmt-server (openSUSE-SU-2020:1993-1)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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