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CVE-2020-15202 - advisory for GHSA-h6fg-mjxg-hqg4

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cvssananacrrrnunsceniiad  Gertain versions of Tensorflow from Google contain the foIIowing
vulnerability:

In Tensorflow before versions 1.15.4,2.0.3, 2.1.2, 2.2.1 and 2.3.1, the
“Shard” APl in TensorFlow expects the last argument to be a function
taking two "int64" (i.e., 'long long’) arguments. However, there are
several places in TensorFlow where a lambda taking “int” or "int32°
arguments is being used. In these cases, if the amount of work to be
parallelized is large enough, integer truncation occurs. Depending on how the two arguments
of the lambda are used, this can result in segfaults, read/write outside of heap allocated
arrays, stack overflows, or data corruption. The issue is patched in commits
27b417360cbd671ef55915e4bb6bb06af8b8a832 and
ca8c013b5e97b1373b3bb1c97eab655e69f31a575, and is released in TensorFlow versions
1.15.4,2.0.3,2.1.2,2.2.1, or 2.3.1.

CVE-2020-15202 has been assigned by () security-advisories@github.com to track the vulnerability - currently rated as
severity.

Affected Vendor/Software: () tensorflow - tensorflow version < 1.15.4

Affected Vendor/Software: ) tensorflow - tensorflow version >= 2.0.0, < 2.0.3
Affected Vendor/Software: () tensorflow - tensorflow version >= 2.1.0, < 2.1.2
Affected Vendor/Software: ) tensorflow - tensorflow version >= 2.2.0, < 2.2.1

Affected Vendor/Software: ) tensorflow - tensorflow version >= 2.3.0, < 2.3.1

CVSS3 Score: 9-CRITICAL |

Attack Attack Privileges User
Vector Complexity Required Interaction
HiGH ] [NONE_ [NON |
Scope Confidentiality Integrity Availability
Impact Impact Impact



https://cve.report/
https://cve.report/CVE-2020-15202/mitre
https://cve.report/CVE-2020-15202/nist
https://cve.report/CVE-2020-15202/cve_org
https://cve.report/CVE-2020-15202.pdf
http://cve.report/software/google/tensorflow
http://cve.report/vendor/google
http://cve.report/cvsscalc.php

Chici] CHich CHici]

CVSS2 Score: 6.8- MEDIUM

Access Access Authentication
Vector Complexity

[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Prevent "int64" to “int’ ) MISC
truncation in “Shard™ API usage. github.com/tensorflow/tensorflow/commit/27b417360cbd671ef55915e4bb6bb06af8bé

tensorflow/tensorflow@27b4173

- GitHub

Prevent integer truncation from  [[Z1) ) MIsC

64 to 32 bits. - github.com/tensorflow/tensorflow/commit/ca8c013b5e97b1373b3bb1c97ea655e69f3
tensorflow/tensorflow@ca8c013 [T

- GitHub

Integer truncation in Shard API  [ETIETH ) CONFIRM github.com/tensorflow/tensorflow/security/advisories/GHSA-h6fg-mjxg-
usage - Advisory

tensorflow/tensorflow - GitHub [ github.com |

Release TensorFlow 2.3.1 - ) MISC github.com/tensorflow/tensorflow/releases/tag/v2.3.1

tensorflow/tensorflow - GitHub [ github.com |

[security-announce] openSUSE- 9 SUSE openSUSE-SU-2020:1766

SU-2020:1766-1: moderate:

Security update f

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

/|

Related QID Numbers

981469 Python (pip) Security Update for tensorflow-gpu (GHSA-h6fg-mjxg-hqg4)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Google Tensorflow All All All All
Operating Opensuse Leap 15.2 All All All

System

Application Tensorflow Tensorflow All All All All
Annlicatinn Tenanrflaw Tenanrflaw All All All All


http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://github.com/tensorflow/tensorflow/commit/27b417360cbd671ef55915e4bb6bb06af8b8a832
https://github.com/tensorflow/tensorflow/commit/ca8c013b5e97b1373b3bb1c97ea655e69f31a575
https://github.com/tensorflow/tensorflow/security/advisories/GHSA-h6fg-mjxg-hqq4
https://github.com/tensorflow/tensorflow/releases/tag/v2.3.1
http://lists.opensuse.org/opensuse-security-announce/2020-10/msg00065.html
mailto:%20comment@cve.report
http://cve.report/qid/981469
http://cve.report/vendor/google
http://cve.report/software/google/tensorflow
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/tensorflow
http://cve.report/software/tensorflow/tensorflow
http://cve.report/vendor/tensorflow
http://cve.report/software/tensorflow/tensorflow
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cpe:2.3:a:google:tensorflow:*:*: - :*:

cpe:2.3:0:0pensuse:leap:15.2: "

cpe:2.3:a:tensorflow:tensorflow:*:*:*:*:-*:*:*:

cpe:2.3:a:tensorflow:tensorflow:*:*:*:*:-*:*:*:

No vendor comments have been submitted for this CVE
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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