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ovssananacrrrnunsuciiian  Gertain versions of Tensorflow from Google contain the foIIowing
’ vulnerability:

In tensorflow-lite before versions 1.15.4, 2.0.3, 2.1.2, 2.2.1 and 2.3.1,
when determining the common dimension size of two tensors, TFLite
uses a DCHECK" which is no-op outside of debug compilation modes.
Since the function always returns the dimension of the first tensor,
malicious attackers can craft cases where this is larger than that of the
second tensor. In turn, this would result in reads/writes outside of bounds since the interpreter
will wrongly assume that there is enough data in both tensors. The issue is patched in commit
8ee24e7949a203d234489f9da2c5bf45a7d5157d, and is released in TensorFlow versions
1.15.4,2.0.3,2.1.2,2.2.1, or 2.3.1.

CVE-2020-15208 has been assigned by () security-advisories@github.com to track the vulnerability - currently rated as
severity.

Affected Vendor/Software: () tensorflow - tensorflow version < 1.15.4

Affected Vendor/Software: ) tensorflow - tensorflow version >= 2.0.0, < 2.0.3
Affected Vendor/Software: () tensorflow - tensorflow version >= 2.1.0, < 2.1.2
Affected Vendor/Software: () tensorflow - tensorflow version >= 2.2.0, < 2.2.1

Affected Vendor/Software: ) tensorflow - tensorflow version >= 2.3.0, < 2.3.1

CVSS3 Score: 9.8 - CRITICAL |

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ NONE | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | [ HIGH | [ HIGH |

CVSS2 Score: 7.5-HIGH


https://cve.report/
https://cve.report/CVE-2020-15208/mitre
https://cve.report/CVE-2020-15208/nist
https://cve.report/CVE-2020-15208/cve_org
https://cve.report/CVE-2020-15208.pdf
http://cve.report/software/google/tensorflow
http://cve.report/vendor/google
http://cve.report/cvsscalc.php

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

[tflite] Ensure “MatchingDim® O MIsC
does not allow buffer overflow. - github.com/tensorflow/tensorflow/commit/8ee24e7949a203d234489f9da2c5bf45a7dE
tensorflow/tensorflow@8ee24e7

- GitHub

Release TensorFlow 2.3.1 - ) MISC github.com/tensorflow/tensorflow/releases/tag/v2.3.1

tensorflow/tensorflow - GitHub [ github.com |

[security-announce] openSUSE- 9 SUSE openSUSE-SU-2020:1766

SU-2020:1766-1: moderate:

Security update f

Data corruption due to I () CONFIRM github.com/tensorflow/tensorflow/security/advisories/GHSA-mxjj-953w-
dimension mismatch in TFLite - Third Party Advisory

Advisory - tensorflow/tensorflow  [ETITHEN

- GitHub

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

4] [ |

Related QID Numbers

981468 Python (pip) Security Update for tensorflow-gpu (GHSA-mxjj-953w-2c2v)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Google Tensorflow All All All All
Operating Opensuse Leap 15.2 All All All

System

Application Tensorflow Tensorflow All All All All
Application Tensorflow Tensorflow All All All All

S AA o P O T


http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://github.com/tensorflow/tensorflow/commit/8ee24e7949a203d234489f9da2c5bf45a7d5157d
https://github.com/tensorflow/tensorflow/releases/tag/v2.3.1
http://lists.opensuse.org/opensuse-security-announce/2020-10/msg00065.html
https://github.com/tensorflow/tensorflow/security/advisories/GHSA-mxjj-953w-2c2v
mailto:%20comment@cve.report
http://cve.report/qid/981468
http://cve.report/vendor/google
http://cve.report/software/google/tensorflow
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/tensorflow
http://cve.report/software/tensorflow/tensorflow
http://cve.report/vendor/tensorflow
http://cve.report/software/tensorflow/tensorflow

No vendor comments have been submitted for this CVE
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