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Summary

CVE CVE-2020-15215

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-10-06 18:15:00 UTC

Updated 2020-10-19 14:09:00 UTC

Description Electron before versions 11.0.0-beta.6, 10.1.2, 9.3.1 or 8.5.2 is vulnerable to a context isolation bypass. Apps using both `contextIsolation` and `sandbox: true` are affected. Apps using both `contextIsolation` and `nodeIntegrationInSubFrames: true` are affected. This is a context isolation bypass, meaning that code running in the main world context in the renderer can reach into the isolated Electron context and perform privileged actions.

Risk And Classification

Problem Types: CWE-693 | CWE-668

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Electronjs Electron 10.0.0 - All All

Application Electronjs Electron 10.0.0 beta1 All All

Application Electronjs Electron 10.0.0 beta10 All All

Application Electronjs Electron 10.0.0 beta11 All All

Application Electronjs Electron 10.0.0 beta12 All All

Application Electronjs Electron 10.0.0 beta13 All All

Application Electronjs Electron 10.0.0 beta14 All All

Application Electronjs Electron 10.0.0 beta15 All All

Application Electronjs Electron 10.0.0 beta16 All All

Application Electronjs Electron 10.0.0 beta17 All All

Application Electronjs Electron 10.0.0 beta18 All All

Application Electronjs Electron 10.0.0 beta19 All All

Application Electronjs Electron 10.0.0 beta2 All All

Application Electronjs Electron 10.0.0 beta20 All All

Application Electronjs Electron 10.0.0 beta21 All All

Application Electronjs Electron 10.0.0 beta22 All All

Application Electronjs Electron 10.0.0 beta23 All All
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Application Electronjs Electron 10.0.0 beta23 All All

Application Electronjs Electron 10.0.0 beta24 All All

Application Electronjs Electron 10.0.0 beta25 All All

Application Electronjs Electron 10.0.0 beta3 All All

Application Electronjs Electron 10.0.0 beta4 All All

Application Electronjs Electron 10.0.0 beta5 All All

Application Electronjs Electron 10.0.0 beta6 All All

Application Electronjs Electron 10.0.0 beta7 All All

Application Electronjs Electron 10.0.0 beta8 All All

Application Electronjs Electron 10.0.0 beta9 All All

Application Electronjs Electron 10.0.1 - All All

Application Electronjs Electron 10.1.0 - All All

Application Electronjs Electron 10.1.1 - All All

Application Electronjs Electron 11.0.0 beta0 All All

Application Electronjs Electron 11.0.0 beta1 All All

Application Electronjs Electron 11.0.0 beta2 All All

Application Electronjs Electron 11.0.0 beta3 All All

Application Electronjs Electron 11.0.0 beta4 All All

Application Electronjs Electron 11.0.0 beta5 All All

Application Electronjs Electron 8.0.0 - All All

Application Electronjs Electron 8.0.0 beta0 All All

Application Electronjs Electron 8.0.0 beta1 All All

Application Electronjs Electron 8.0.0 beta2 All All

Application Electronjs Electron 8.0.0 beta3 All All

Application Electronjs Electron 8.0.0 beta4 All All

Application Electronjs Electron 8.0.0 beta5 All All

Application Electronjs Electron 8.0.0 beta6 All All

Application Electronjs Electron 8.0.0 beta7 All All

Application Electronjs Electron 8.0.0 beta8 All All

Application Electronjs Electron 8.0.0 beta9 All All

Application Electronjs Electron 8.0.1 - All All

Application Electronjs Electron 8.0.2 - All All

Application Electronjs Electron 8.0.3 - All All

Application Electronjs Electron 8.1.0 - All All

Application Electronjs Electron 8.1.1 - All All

Application Electronjs Electron 8.2.0 - All All
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Application Electronjs Electron 8.2.1 - All All

Application Electronjs Electron 8.2.2 - All All

Application Electronjs Electron 8.2.3 - All All

Application Electronjs Electron 8.2.4 - All All

Application Electronjs Electron 8.2.5 - All All

Application Electronjs Electron 8.3.0 - All All

Application Electronjs Electron 8.3.1 - All All

Application Electronjs Electron 8.3.2 - All All

Application Electronjs Electron 8.3.3 - All All

Application Electronjs Electron 8.3.4 - All All

Application Electronjs Electron 8.4.0 - All All

Application Electronjs Electron 8.4.1 - All All

Application Electronjs Electron 8.5.0 - All All

Application Electronjs Electron 8.5.1 - All All

Application Electronjs Electron 9.0.0 - All All

Application Electronjs Electron 9.0.0 beta0 All All

Application Electronjs Electron 9.0.0 beta1 All All

Application Electronjs Electron 9.0.0 beta10 All All

Application Electronjs Electron 9.0.0 beta11 All All

Application Electronjs Electron 9.0.0 beta12 All All

Application Electronjs Electron 9.0.0 beta13 All All

Application Electronjs Electron 9.0.0 beta14 All All

Application Electronjs Electron 9.0.0 beta15 All All

Application Electronjs Electron 9.0.0 beta16 All All

Application Electronjs Electron 9.0.0 beta17 All All

Application Electronjs Electron 9.0.0 beta18 All All

Application Electronjs Electron 9.0.0 beta19 All All

Application Electronjs Electron 9.0.0 beta2 All All

Application Electronjs Electron 9.0.0 beta20 All All

Application Electronjs Electron 9.0.0 beta3 All All

Application Electronjs Electron 9.0.0 beta4 All All

Application Electronjs Electron 9.0.0 beta5 All All

Application Electronjs Electron 9.0.0 beta6 All All

Application Electronjs Electron 9.0.0 beta7 All All

Application Electronjs Electron 9.0.0 beta8 All All

Application Electronjs Electron 9.0.0 beta9 All All
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Application Electronjs Electron 9.0.0 beta9 All All

Application Electronjs Electron 9.0.1 - All All

Application Electronjs Electron 9.0.2 - All All

Application Electronjs Electron 9.0.3 - All All

Application Electronjs Electron 9.0.4 - All All

Application Electronjs Electron 9.0.5 - All All

Application Electronjs Electron 9.0.6 - All All

Application Electronjs Electron 9.1.0 - All All

Application Electronjs Electron 9.1.1 - All All

Application Electronjs Electron 9.1.2 - All All

Application Electronjs Electron 9.2.0 - All All

Application Electronjs Electron 9.2.1 - All All

Application Electronjs Electron 9.3.0 - All All

Application Electronjs Electron 10.0.0 - All All

Application Electronjs Electron 10.0.0 beta1 All All

Application Electronjs Electron 10.0.0 beta10 All All

Application Electronjs Electron 10.0.0 beta11 All All

Application Electronjs Electron 10.0.0 beta12 All All

Application Electronjs Electron 10.0.0 beta13 All All

Application Electronjs Electron 10.0.0 beta14 All All

Application Electronjs Electron 10.0.0 beta15 All All

Application Electronjs Electron 10.0.0 beta16 All All

Application Electronjs Electron 10.0.0 beta17 All All

Application Electronjs Electron 10.0.0 beta18 All All

Application Electronjs Electron 10.0.0 beta19 All All

Application Electronjs Electron 10.0.0 beta2 All All

Application Electronjs Electron 10.0.0 beta20 All All

Application Electronjs Electron 10.0.0 beta21 All All

Application Electronjs Electron 10.0.0 beta22 All All

Application Electronjs Electron 10.0.0 beta23 All All

Application Electronjs Electron 10.0.0 beta24 All All

Application Electronjs Electron 10.0.0 beta25 All All

Application Electronjs Electron 10.0.0 beta3 All All

Application Electronjs Electron 10.0.0 beta4 All All

Application Electronjs Electron 10.0.0 beta5 All All

Application Electronjs Electron 10.0.0 beta6 All All
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Application Electronjs Electron 10.0.0 beta7 All All

Application Electronjs Electron 10.0.0 beta8 All All

Application Electronjs Electron 10.0.0 beta9 All All

Application Electronjs Electron 10.0.1 - All All

Application Electronjs Electron 10.1.0 - All All

Application Electronjs Electron 10.1.1 - All All

Application Electronjs Electron 11.0.0 beta0 All All

Application Electronjs Electron 11.0.0 beta1 All All

Application Electronjs Electron 11.0.0 beta2 All All

Application Electronjs Electron 11.0.0 beta3 All All

Application Electronjs Electron 11.0.0 beta4 All All

Application Electronjs Electron 11.0.0 beta5 All All

Application Electronjs Electron 8.0.0 - All All

Application Electronjs Electron 8.0.0 beta0 All All

Application Electronjs Electron 8.0.0 beta1 All All

Application Electronjs Electron 8.0.0 beta2 All All

Application Electronjs Electron 8.0.0 beta3 All All

Application Electronjs Electron 8.0.0 beta4 All All

Application Electronjs Electron 8.0.0 beta5 All All

Application Electronjs Electron 8.0.0 beta6 All All

Application Electronjs Electron 8.0.0 beta7 All All

Application Electronjs Electron 8.0.0 beta8 All All

Application Electronjs Electron 8.0.0 beta9 All All

Application Electronjs Electron 8.0.1 - All All

Application Electronjs Electron 8.0.2 - All All

Application Electronjs Electron 8.0.3 - All All

Application Electronjs Electron 8.1.0 - All All

Application Electronjs Electron 8.1.1 - All All

Application Electronjs Electron 8.2.0 - All All

Application Electronjs Electron 8.2.1 - All All

Application Electronjs Electron 8.2.2 - All All

Application Electronjs Electron 8.2.3 - All All

Application Electronjs Electron 8.2.4 - All All

Application Electronjs Electron 8.2.5 - All All

Application Electronjs Electron 8.3.0 - All All
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Application Electronjs Electron 8.3.1 - All All

Application Electronjs Electron 8.3.2 - All All

Application Electronjs Electron 8.3.3 - All All

Application Electronjs Electron 8.3.4 - All All

Application Electronjs Electron 8.4.0 - All All

Application Electronjs Electron 8.4.1 - All All

Application Electronjs Electron 8.5.0 - All All

Application Electronjs Electron 8.5.1 - All All

Application Electronjs Electron 9.0.0 - All All

Application Electronjs Electron 9.0.0 beta0 All All

Application Electronjs Electron 9.0.0 beta1 All All

Application Electronjs Electron 9.0.0 beta10 All All

Application Electronjs Electron 9.0.0 beta11 All All

Application Electronjs Electron 9.0.0 beta12 All All

Application Electronjs Electron 9.0.0 beta13 All All

Application Electronjs Electron 9.0.0 beta14 All All

Application Electronjs Electron 9.0.0 beta15 All All

Application Electronjs Electron 9.0.0 beta16 All All

Application Electronjs Electron 9.0.0 beta17 All All

Application Electronjs Electron 9.0.0 beta18 All All

Application Electronjs Electron 9.0.0 beta19 All All

Application Electronjs Electron 9.0.0 beta2 All All

Application Electronjs Electron 9.0.0 beta20 All All

Application Electronjs Electron 9.0.0 beta3 All All

Application Electronjs Electron 9.0.0 beta4 All All

Application Electronjs Electron 9.0.0 beta5 All All

Application Electronjs Electron 9.0.0 beta6 All All

Application Electronjs Electron 9.0.0 beta7 All All

Application Electronjs Electron 9.0.0 beta8 All All

Application Electronjs Electron 9.0.0 beta9 All All

Application Electronjs Electron 9.0.1 - All All

Application Electronjs Electron 9.0.2 - All All

Application Electronjs Electron 9.0.3 - All All

Application Electronjs Electron 9.0.4 - All All

Application Electronjs Electron 9.0.5 - All All

Application Electronjs Electron 9.0.6 - All All
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Application Electronjs Electron 9.0.6 - All All

Application Electronjs Electron 9.1.0 - All All

Application Electronjs Electron 9.1.1 - All All

Application Electronjs Electron 9.1.2 - All All

Application Electronjs Electron 9.2.0 - All All

Application Electronjs Electron 9.2.1 - All All

Application Electronjs Electron 9.3.0 - All All

References
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Context isolation bypass via prevented window.open · Advisory · electron/electron · GitHub CONFIRM github.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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