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Summary

CVE CVE-2020-15216

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-09-29 16:15:00 UTC

Updated 2023-11-07 03:17:00 UTC

Description In goxmldsig (XML Digital Signatures implemented in pure Go) before version 1.1.0, with a carefully crafted XML file, an attacker can completely bypass signature validation and pass off an altered file as a signed one. A patch is available, all users of goxmldsig should upgrade to at least revision f6188febf0c29d7ffe26a0436212b19cb9615e64 or version 1.1.0

Risk And Classification

Problem Types: CWE-347

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 32 All All All

Operating System Fedoraproject Fedora 33 All All All

Application Goxmldsig Project Goxmldsig All All All All

Application Goxmldsig Project Goxmldsig All All All All

References

Reference Source

dsig · pkg.go.dev MISC

[SECURITY] Fedora 33 Update: golang-github-russellhaering-goxmldsig-1.1.0-1.fc33 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 32 Update: golang-github-russellhaering-goxmldsig-1.1.0-1.fc32 - package-announce - Fedora Mailing-Lists

Signature Validation Bypass · Advisory · russellhaering/goxmldsig · GitHub CONFIRM

[SECURITY] Fedora 32 Update: golang-github-russellhaering-goxmldsig-1.1.0-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA

Validate the shape of a signature object prior to unmarshalling the S… · russellhaering/goxmldsig@f6188fe · GitHub MISC

[SECURITY] Fedora 33 Update: golang-github-russellhaering-goxmldsig-1.1.0-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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