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assanvncLruunscenvan Gertain versions of Openenclave from Openenclave contain the
following vulnerability:

In Open Enclave before version 0.12.0, an information disclosure
vulnerability exists when an enclave application using the syscalls
provided by the sockets.edl is loaded by a malicious host application.
An attacker who successfully exploited the vulnerability could read
privileged data from the enclave heap across trust boundaries. To
exploit this vulnerability, an attacker would have to log on to an affected system and run a
specially crafted application. The vulnerability would not allow an attacker to elevate user
rights directly, but it could be used to obtain information otherwise considered confidential in
an enclave, which could be used in further compromises. The issue has been addressed in
version 0.12.0 and the current master branch. Users will need to to recompile their
applications against the patched libraries to be protected from this vulnerability.

CVE-2020-15224 has been assigned by () security-advisories@github.com to track the vulnerability - currently rated as
severity.

Affected Vendor/Software: ) openenclave - openenclave version < 0.12.0

CVSSS3 Score: _

Attack Attack Privileges User
Vector Complexity Required Interaction
Low NN |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HiGH [ NON | [ NONE |
CVSS2 Score: j2z=row)
Access Access Authentication
Vector Complexity
LOW
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CVE References

Description Tags Link

Socket syscalls can leak enclave () CONFIRM github.com/openenclave/openenclave/security/advisories/GHSA-£
memory contents - Advisory - f66m

openenclave/openenclave - GitHub

Merge pull request from GHSA- Z ) MiIsC

525h-wxcc-f6ém - github.com/openenclave/openenclave/commit/bcac8e7acb514429fee9e0b5d0ci

openenclave/openenclave@bcac8e?  [EITITIEN

- Github

openenclave/CHANGELOG.md at ) MISC github.com/openenclave/openenclave/blob/master/CHANGELOG. md#
master - openenclave/openenclave -

Gittub (Gt con’

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

/

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Openenclave Openenclave All All All All
Application Openenclave Openenclave All All All All
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No vendor comments have been submitted for this CVE
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