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CVE CVE-2020-15229
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-10-14 19:15:00 UTC

Updated 2022-11-16 16:22:00 UTC

Description Singularity (an open source container platform) from version 3.1.1 through 3.6.3 has a vulnerability. Due to insecure handlir
o | i

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Opensuse Backports Sle 15.0 sp2 All All
Operating System Opensuse Leap 15.1 All All All
Operating System Opensuse Leap 15.2 All All All
Application Sylabs Singularity All All All All

References
Reference Source Link
Merge pull request #5611 from dctrud/36-sec - hpeng/singularity@eba3dea - GitHub MISC github.com
[security-announce] openSUSE-SU-2020:1769-1: important: Security update SUSE lists.opensut
[security-announce] openSUSE-SU-2020:1814-1: important: Security update SUSE lists.opensu
Merge GHSA-7gcp-wbww-2xv9 fixes for release 3.6.4 by dctrud - Pull Request #5611 - hpcng/singularity - GitHub ~ MISC github.com
singularity/CHANGELOG.md at v3.6.4 - hpcng/singularity - GitHub MISC github.com
[security-announce] openSUSE-SU-2020:1770-1: important: Security update SUSE lists.opensut
Path traversal and files overwrite with unsquashfs - Advisory - hpcng/singularity - GitHub CONFIRM github.com
CVE Program record CVE.ORG www.cve.or¢
NVD vulnerability detail NVD nvd.nist.gov
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https://cve.report/CVE-2020-15229/nist
https://cve.report/CVE-2020-15229/cve_org
https://cve.report/CVE-2020-15229.pdf
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/backports_sle
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/sylabs
http://cve.report/software/sylabs/singularity
https://github.com/hpcng/singularity/commit/eba3dea260b117198fdb6faf41f2482ab2f8d53e
http://lists.opensuse.org/opensuse-security-announce/2020-10/msg00071.html
http://lists.opensuse.org/opensuse-security-announce/2020-11/msg00009.html
https://github.com/hpcng/singularity/pull/5611
https://github.com/hpcng/singularity/blob/v3.6.4/CHANGELOG.md#security-related-fixes
http://lists.opensuse.org/opensuse-security-announce/2020-10/msg00070.html
https://github.com/hpcng/singularity/security/advisories/GHSA-7gcp-w6ww-2xv9
https://www.cve.org/CVERecord?id=CVE-2020-15229
https://nvd.nist.gov/vuln/detail/CVE-2020-15229

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

506243 Alpine Linux Security Update for singularity

983828 Go (go) Security Update for github.com/sylabs/singularity (GHSA-7gcp-wbww-2xv9)
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