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Blueman is a GTK+ Bluetooth Manager. In Blueman before 2.1.4, the DhcpClient method of the D-Bus interface to bluemar
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Risk And Classification

Problem Types: CWE-88

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

References

Vendor Product Version Update Edition Language
Blueman Project Blueman All All All All
Blueman Project Blueman All All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 9.0 All All All
Fedoraproject Fedora 31 All All All
Fedoraproject Fedora 32 All All All
Fedoraproject Fedora 33 All All All

Reference

[SECURITY] Fedora 32 Update: blueman-2.1.4-1.fc32 - package-announce - Fedora Mailing-Lists

[SECURITY] [DLA 2430-1] blueman security update

[SECURITY] Fedora 32 Update: blueman-2.1.4-1.fc32 - package-announce - Fedora Mailing-Lists

Release 2.1.4 - blueman-project/blueman - GitHub

[SECURITY] Fedora 33 Update: blueman-2.1.4-1.fc33 - package-announce - Fedora Mailing-Lists

Source
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https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/W52NP7HRFTNAVNZLGKY4GR3JIZG5KKGS/
https://lists.debian.org/debian-lts-announce/2020/11/msg00005.html
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/W52NP7HRFTNAVNZLGKY4GR3JIZG5KKGS/
https://github.com/blueman-project/blueman/releases/tag/2.1.4
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/6CFLMNHAHX5HPIKC5IG6F25HO5Z6RH2N/

[SECURITY] Fedora 33 Update: blueman-2.1.4-1.fc33 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 31 Update: blueman-2.1.4-1.fc31 - package-announce - Fedora Mailing-Lists

Blueman: Local privilege escalation (GLSA 202011-11) — Gentoo security

Local privilege escalation in org.blueman.Mechanism D-Bus interface - Advisory - blueman-project/blueman - GitHub
[SECURITY] Fedora 31 Update: blueman-2.1.4-1.fc31 - package-announce - Fedora Mailing-Lists

Debian -- Security Information -- DSA-4781-1 blueman

Blueman Local Root / Privilege Escalation ~ Packet Storm

Bug #1897287 “Argument Injection leads to Local Privilege Escala...” : Bugs : blueman package : Ubuntu
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No vendor comments have been submitted for this CVE.
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750578 OpenSUSE Security Update for blueman (openSUSE-SU-2020:1997-1)
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