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CVE CVE-2020-15239
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-10-06 19:15:00 UTC

Updated 2020-10-23 03:09:00 UTC

Description In xmpp-http-upload before version 0.4.0, when the GET method is attacked, attackers can read files which have a ".data” <
] i

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Xmpp-http-upload Project Xmpp-http-upload All All All All
Application Xmpp-http-upload Project Xmpp-http-upload All All All All
Reference

xmpp-http-upload - PyPI

Simplify path handling, use safe_join by ChristianTacke - Pull Request #12 - horazont/xmpp-http-upload - GitHub

Simplify path handling, use safe_join - horazont/xmpp-http-upload@8205654 - GitHub

Directory Traversal vulnerability in GET/PUT allows attackers to Disclose Information or Write Files via a crafted GET/PUT request - Advisory
CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

983211 Python (pip) Security Update for xmpp-http-upload (GHSA-hwv5-w8gm-fq9f)
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