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VE-2020-152

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2020-15250
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-10-12 18:15:00 UTC

Updated 2023-11-07 03:17:00 UTC

Description In JUnit4 from version 4.7 and before 4.13.1, the test rule TemporaryFolder contains a local information disclosure vulnerak
1 I i

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache  Pluto All All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Junit Junit4 All All All All

Application Junit Junit4 All All All All

Application Oracle Communications Cloud Native Core Policy 1.14.0 All All All

References |

Reference

junit4/ReleaseNotes4.13.1.md at 7852b90cfe1cealelcdaal9d490c83f0d8684b50 - junit-team/junit4 - GitHub

Pony Mail!

Pony Mail!

[knox-dev] 20211008 [jira] [Resolved] (KNOX-2674) Upgrade junit to 4.13.2 due to CVE-2020-15250

Pony Mail!

[pulsar-commits] 20210415 [GitHub] [pulsar] Ihotari commented on pull request #10147: [Security] Upgrade junit version to 4.13.1 to resolve C
Pony Mail!

Pony Mail!



https://cve.report/
https://cve.report/CVE-2020-15250/mitre
https://cve.report/CVE-2020-15250/nist
https://cve.report/CVE-2020-15250/cve_org
https://cve.report/CVE-2020-15250.pdf
http://cve.report/vendor/apache
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http://cve.report/vendor/debian
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https://github.com/junit-team/junit4/blob/7852b90cfe1cea1e0cdaa19d490c83f0d8684b50/doc/ReleaseNotes4.13.1.md
https://lists.apache.org/thread.html/r717877028482c55acf604d7a0106af4ca05da4208c708fb157b53672%2540%253Ccommits.creadur.apache.org%253E
https://lists.apache.org/thread.html/r29d703d1986d9b871466ff24082a1828ac8ad27bb0965a93a383872e@%253Cpluto-scm.portals.apache.org%253E
https://lists.apache.org/thread.html/r1209986f79359b518d09513ff05a88e5b3c398540e775edea76a4774%2540%253Cdev.knox.apache.org%253E
https://lists.apache.org/thread.html/rf6e5d894d4b03bef537c9d6641272e0197c047c0d1982b4e176d0353@%253Cdev.knox.apache.org%253E
https://lists.apache.org/thread.html/rf797d119cc3f51a8d7c3c5cbe50cb4524c8487282b986edde83a9467%2540%253Ccommits.pulsar.apache.org%253E
https://lists.apache.org/thread.html/rbaec90e699bc7c7bd9a053f76707a36fda48b6d558f31dc79147dbf9@%253Cdev.creadur.apache.org%253E
https://lists.apache.org/thread.html/ra1bdb9efae84794e8ffa2f8474be8290ba57830eefe9714b95da714b%2540%253Cdev.pdfbox.apache.org%253E

[knox-dev] 20211004 [jira] [Created] (KNOX-2674) Upgrade junit to 4.13.2 due to CVE-2020-15250

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

[portals-pluto-dev] 20210714 [jira] [Closed] (PLUTO-790) Upgrade to JUnit 4.13.1 due to CVE-2020-15250

[knox-dev] 20211008 [jira] [Commented] (KNOX-2674) Upgrade junit to 4.13.2 due to CVE-2020-15250

Pony Mail!

[knox-commits] 20211008 [knox] branch master updated: KNOX-2674 - Upgrade junit to 4.13.2 due to CVE-2020-15250 (#505)

Pony Mail!

Oracle Critical Patch Update Advisory - April 2022

[knox-dev] 20211004 [GitHub] [knox] zeroflag opened a new pull request #505: KNOX-2674 - Upgrade junit to 4.13.2 due to CVE-2020-15250
Merge pull request from GHSA-269g-pwp5-87pp - junit-team/junit4@610155b - GitHub

Pony Mail!

[creadur-commits] 20210621 [creadur-rat] 02/13: RAT-277: Update junit to fix CVE-2020-15250

[knox-dev] 20211004 [jira] [Work logged] (KNOX-2674) Upgrade junit to 4.13.2 due to CVE-2020-15250

Pony Mail!

Pony Mail!

[pulsar-commits] 20210415 [GitHub] [pulsar] Ihotari removed a comment on pull request #10147: [Security] Upgrade junit version to 4.13.1 to 1
Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

[portals-pluto-scm] 20210714 [portals-pluto] branch master updated: PLUTO-790 Upgrade to JUnit 4.13.1 due to CVE-2020-15250

Pony Mail!

[knox-dev] 20211008 [GitHub] [knox] smolnar82 merged pull request #505: KNOX-2674 - Upgrade junit to 4.13.2 due to CVE-2020-15250
Pony Mail!

Pony Mail!

[knox-dev] 20211004 [GitHub] [knox] zeroflag commented on pull request #505: KNOX-2674 - Upgrade junit to 4.13.2 due to CVE-2020-1525(
CVE-2020-15250 doesn't affect versions prior to 4.7 but claims it did - Issue #1676 - junit-team/junit4 - GitHub

Pony Mail!

Pony Mail!

Pony Mail!
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https://lists.apache.org/thread.html/r925eaae7dd8f77dd61eefc49c1fcf54bd9ecfe605486870d7b1e9390%2540%253Cpluto-dev.portals.apache.org%253E
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https://lists.apache.org/thread.html/r934208a520b38f5cf0cae199b6b076bfe7d081809528b0eff2459e40%2540%253Cdev.knox.apache.org%253E
https://github.com/junit-team/junit4/issues/1676
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I emporarytolder (Junit AFI)

[knox-dev] 20211008 [jira] [Work logged] (KNOX-2674) Upgrade junit to 4.13.2 due to CVE-2020-15250

Pony Mail!

Pony Mail!

[pulsar-commits] 20210415 [pulsar] branch master updated: [Security] Upgrade junit version to 4.13.1 to resolve CVE-2020-15250 and fix test
[portals-pluto-dev] 20210714 [jira] [Created] (PLUTO-790) Upgrade to JUnit 4.13.1 due to CVE-2020-15250

[pulsar-commits] 20210413 [GitHub] [pulsar] Ihotari commented on pull request #10147: [Security] Upgrade junit version to 4.13.1 to resolve C
[pulsar-commits] 20210414 [GitHub] [pulsar] Ihotari commented on pull request #10147: [Security] Upgrade junit version to 4.13.1 to resolve C
[SECURITY] [DLA 2426-1] junit4 security update

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

[pulsar-commits] 20210406 [GitHub] [pulsar] Ihotari opened a new pull request #10147: [Security] Upgrade junit version to 4.13.1 to resolve C'
Pony Mail!

Pony Mail!

Pony Mail!

[pulsar-commits] 20210414 [GitHub] [pulsar] Ihotari removed a comment on pull request #10147: [Security] Upgrade junit version to 4.13.1 to 1
Pony Mail!

Pony Mail!

[pulsar-commits] 20210413 [GitHub] [pulsar] Ihotari removed a comment on pull request #10147: [Security] Upgrade junit version to 4.13.1 to 1
Pony Mail!

Pony Mail!

[pulsar-commits] 20210415 [GitHub] [pulsar] eolivelli merged pull request #10147: [Security] Upgrade junit version to 4.13.1 to resolve CVE-2(
TemporaryFolder on unix-like systems does not limit access to created files - Advisory - junit-team/junit4 - GitHub

Pony Mail!

Pony Mail!

CVE Program record

NVD vulnerability detail

1]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296061 Oracle Solaris 11.4 Support Repository Update (SRU) 42.113.1 Missing (CPUJAN2022)
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501589 Alpine Linux Security Update for junit

670270 EulerOS Security Update for junit (EulerOS-SA-2021-1807)

670321 EulerOS Security Update for junit (EulerOS-SA-2021-1903)

670346 EulerOS Security Update for junit (EulerOS-SA-2021-1878)

670633 EulerOS Security Update for junit (EulerOS-SA-2021-2391)

670900 EulerOS Security Update for junit (EulerOS-SA-2021-1903)

980062 Java (maven) Security Update for junit:junit (GHSA-269g-pwp5-87pp)
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