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Summary

CVE CVE-2020-15255

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-10-16 17:15:00 UTC

Updated 2021-11-18 16:17:00 UTC

Description In Anuko Time Tracker before verion 1.19.23.5325, due to not properly filtered user input a CSV export of a report could contain cells that are treated as formulas by spreadsheet software (for example, when a cell value starts with an equal sign). This is fixed in version 1.19.23.5325.

Risk And Classification

Problem Types: CWE-1236

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Anuko Time Tracker All All All All

Application Anuko Time Tracker All All All All

References

Reference Source Link Tags

Anuko Time Tracker 1.19.23.5325 CSV Injection ≈ Packet Storm MISC packetstormsecurity.com

CSV injection (formula injection) · Advisory · anuko/timetracker · GitHub CONFIRM github.com Third Party Advisory

Anuko Time Tracker 1.19.23.5325 - CSV/Formula Injection - PHP webapps Exploit MISC www.exploit-db.com

Security fix for csv injections. · anuko/timetracker@d947290 · GitHub MISC github.com Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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