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Summary

CVE CVE-2020-15357

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-11 16:15:00 UTC

Updated 2022-04-26 16:12:00 UTC

Description Network Analysis functionality in Askey AP5100W_Dual_SIG_1.01.097 and all prior versions allows remote attackers to execute arbitrary commands via a shell metacharacter in the ping, traceroute, or route options.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Askey Ap5100w - All All All

Hardware Askey Ap5100w - All All All

Operating System Askey Ap5100w Firmware All All All All

References

Reference

Askey

STAR Labs | Advisories

Bolstering security: How I breached a WiFi Mesh access point from close proximity to uncover vulnerabilities | by Keith Tay | CSG @ GovTech | Dec, 2020 | Medium

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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