CVE-2020-15366

MITRE NVD

CVE CVE-2020-15366
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

CVE.ORG Print: PDF %5

Published 2020-07-15 20:15:00 UTC
Updated 2022-12-02 19:56:00 UTC
Description An issue was discovered in ajv.validate() in Ajv (aka Another JSON Schema Validator) 6.12.2. A carefully crafted JSON sct

1|

Problem Types: CWE-1321

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Ajv.js Ajv 6.12.2 All
Application Ajv.js Ajv 6.12.2 All

Edition Language
All All
All All

References

Reference Source
Release v6.12.3 - ajv-validator/ajv - GitHub MISC
Tags - ajv-validator/ajv - GitHub MISC
HackerOne MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

Link
github.com
github.com
hackerone.com
WwWWw.Cve.org

nvd.nist.gov

Tags

Release Notes, Third Party Advisory
Third Party Advisory

Permissions Required

canonical

canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377388 Alibaba Cloud Linux Security Update for nodejs:14 (ALINUX3-SA-2021:0016)

940231 AlmaLinux Security Update for nodejs:10 (ALSA-2021:0548)

940254 AlmaLinux Security Update for nodejs:14 (ALSA-2021:0551)
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https://cve.report/CVE-2020-15366/mitre
https://cve.report/CVE-2020-15366/nist
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https://cve.report/CVE-2020-15366.pdf
http://cve.report/vendor/ajv.js
http://cve.report/software/ajv.js/ajv
http://cve.report/vendor/ajv.js
http://cve.report/software/ajv.js/ajv
https://github.com/ajv-validator/ajv/releases/tag/v6.12.3
https://github.com/ajv-validator/ajv/tags
https://hackerone.com/bugs?subject=user&report_id=894259
https://www.cve.org/CVERecord?id=CVE-2020-15366
https://nvd.nist.gov/vuln/detail/CVE-2020-15366
http://cve.report/qid/377388
http://cve.report/qid/940231
http://cve.report/qid/940254

940276 AlmaLinux Security Update for nodejs:12 (ALSA-2020:5499)

960263 Rocky Linux Security Update for nodejs:12 (RLSA-2020:5499)

960749 Rocky Linux Security Update for nodejs:14 (RLSA-2021:0551)

960843 Rocky Linux Security Update for nodejs:10 (RLSA-2021:0548)
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