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Summary

CVE CVE-2020-15397

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-30 12:15:00 UTC

Updated 2023-11-07 03:17:00 UTC

Description HylaFAX+ through 7.0.2 and HylaFAX Enterprise have scripts that execute binaries from directories writable by unprivileged users (e.g., locations under /var/spool/hylafax that are writable by the uucp account). This allows these users to execute code in the context of the user calling these binaries (often root).

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hylafax Project Hylafax All All All All

Application Ifax Hylafax Enterprise - All All All

Application Ifax Hylafax Enterprise - All All All

References

Reference Source Link

[SECURITY] Fedora 32 Update: hylafax+-7.0.3-1.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[security-announce] openSUSE-SU-2020:1209-1: moderate: Security update f SUSE lists.opensuse.org

[security-announce] openSUSE-SU-2020:1438-1: moderate: Security update f SUSE lists.opensuse.org

Bug 1173519 – VUL-0: CVE-2020-15397: hylafax+: Sourcing of files into binaries from user writeable directories MISC bugzilla.suse.com

[SECURITY] Fedora 32 Update: hylafax+-7.0.3-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 31 Update: hylafax+-7.0.3-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[security-announce] openSUSE-SU-2020:1231-1: moderate: Security update f SUSE lists.opensuse.org

[SECURITY] Fedora 31 Update: hylafax+-7.0.3-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

HylaFAX / HylaFAX+ Code Repository / Commit [r2534] MISC sourceforge.net

[security-announce] openSUSE-SU-2020:1210-1: moderate: Security update f SUSE lists.opensuse.org

HylaFAX: Multiple vulnerabilities (GLSA 202007-06) — Gentoo security GENTOO security.gentoo.org
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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500364 Alpine Linux Security Update for hylafaxplus

504003 Alpine Linux Security Update for hylafaxplus
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