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CVE CVE-2020-15397
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2020-06-30 12:15:00 UTC
Updated 2023-11-07 03:17:00 UTC
Description HylaFAX+ through 7.0.2 and HylaFAX Enterprise have scripts that execute binaries from directories writable by unprivilege«

1|

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Hylafax Project Hylafax All All All All
Application Ifax Hylafax Enterprise - All All All
Application Ifax Hylafax Enterprise - All All All

References |
Reference Source Link

[SECURITY] Fedora 32 Update: hylafax+-7.0.3-1.fc32 - package-announce - Fedora Mailing-Lists
[security-announce] openSUSE-SU-2020:1209-1: moderate: Security update f

[security-announce] openSUSE-SU-2020:1438-1: moderate: Security update f

Bug 1173519 — VUL-0: CVE-2020-15397: hylafax+: Sourcing of files into binaries from user writeable directories
[SECURITY] Fedora 32 Update: hylafax+-7.0.3-1.fc32 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 31 Update: hylafax+-7.0.3-1.fc31 - package-announce - Fedora Mailing-Lists
[security-announce] openSUSE-SU-2020:1231-1: moderate: Security update f

[SECURITY] Fedora 31 Update: hylafax+-7.0.3-1.fc31 - package-announce - Fedora Mailing-Lists

HylaFAX / HylaFAX+ Code Repository / Commit [r2534]

[security-announce] openSUSE-SU-2020:1210-1: moderate: Security update f

HylaFAX: Multiple vulnerabilities (GLSA 202007-06) — Gentoo security
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http://lists.opensuse.org/opensuse-security-announce/2020-08/msg00039.html
http://lists.opensuse.org/opensuse-security-announce/2020-09/msg00054.html
https://bugzilla.suse.com/show_bug.cgi?id=1173519
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/J52QFVREJWJ35YSEEDDRMZQ2LM2H2WE6/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/Y46FOVJUS5SO44A2VEKR7DXEHTI4WK5L/
http://lists.opensuse.org/opensuse-security-announce/2020-08/msg00046.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/Y46FOVJUS5SO44A2VEKR7DXEHTI4WK5L/
https://sourceforge.net/p/hylafax/HylaFAX+/2534/
http://lists.opensuse.org/opensuse-security-announce/2020-08/msg00040.html
https://security.gentoo.org/glsa/202007-06
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500364 Alpine Linux Security Update for hylafaxplus

504003 Alpine Linux Security Update for hylafaxplus
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