CVE

State

Assigner
Source Priority
Published
Updated

Description

/

VE-2020-15521

MITRE NVD CVE.ORG Print: PDF %5

CVE-2020-15521

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2020-09-25 07:15:00 UTC

2020-09-30 14:37:00 UTC

Zoho ManageEngine Applications Manager before 14 build 14730 has no protection against jsp/header.jsp Cross-site Scrip

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Zohocorp Manageengine Applications Manager All All All All
Zohocorp Manageengine Applications Manager 14.0 - All All
Zohocorp Manageengine Applications Manager 14.0 build14000 All All
Zohocorp Manageengine Applications Manager 14.0 build14010 All All
Zohocorp Manageengine Applications Manager 14.0 build14020 All All
Zohocorp Manageengine Applications Manager 14.0 build14030 All All
Zohocorp Manageengine Applications Manager 14.0 build14040 All All
Zohocorp Manageengine Applications Manager 14.0 build14050 All All
Zohocorp Manageengine Applications Manager 14.0 build14060 All All
Zohocorp Manageengine Applications Manager 14.0 build14070 All All
Zohocorp Manageengine Applications Manager 14.0 build14071 All All
Zohocorp Manageengine Applications Manager 14.0 build14072 All All
Zohocorp Manageengine Applications Manager 14.0 build14073 All All
Zohocorp Manageengine Applications Manager 14.0 build14080 All All
Zohocorp Manageengine Applications Manager 14.0 build14090 All All
Zohocorp Manageengine Applications Manager 14.0 build14100 All All
Zohocorp Manageengine Applications Manager 14.0 build14110 All All
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Application Zohocorp Manageengine Applications Manager 14.0 build14600 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14610 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14620 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14630 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14660 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14670 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14681 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14682 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14683 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14684 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14685 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14690 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14700 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14710 All All
Application Zohocorp Manageengine Applications Manager 14.0 build14720 All All
Reference Source Link Tags
ManageEngine - IT Operations and Service Management Software MISC www.manageengine.com  Prodt

Download ManageEngine Applications Manager - Free Edition and Professional Edition Trial CONFIRM www.manageengine.com Vend
CVE Program record CVE.ORG www.cve.org canol

NVD vulnerability detail NVD nvd.nist.gov canot

2l

4 J

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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