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CVE CVE-2020-15531
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-20 01:17:00 UTC
Updated 2020-08-24 21:02:00 UTC
Description Silicon Labs Bluetooth Low Energy SDK before 2.13.3 has a buffer overflow via packet data. This is an over-the-air remote

/ |

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Silabs Bluetooth Low Energy Software Development Kit All All All All
Application Silabs Bluetooth Low Energy Software Development Kit All All All All

1|

References

Reference Source
publications/2020/TI_SILABS_BLE_RCEs at master - darkmentorlic/publications - GitHub MISC

Over-the-air exploitation of a Silicon Labs Bluetooth Low Energy chip via CVE-2020-15531 - YouTube MISC

jackbnimble/silabs_efr32_extadv_rce.py at master - darkmentorlic/jackbnimble - GitHub MISC
Black Hat re-directing... MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

/ ]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Link

github.com
www.youtube.com
github.com
www.blackhat.com
Www.cve.org
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https://cve.report/
https://cve.report/CVE-2020-15531/mitre
https://cve.report/CVE-2020-15531/nist
https://cve.report/CVE-2020-15531/cve_org
https://cve.report/CVE-2020-15531.pdf
http://cve.report/vendor/silabs
http://cve.report/software/silabs/bluetooth_low_energy_software_development_kit
http://cve.report/vendor/silabs
http://cve.report/software/silabs/bluetooth_low_energy_software_development_kit
https://github.com/darkmentorllc/publications/tree/master/2020/TI_SILABS_BLE_RCEs
https://www.youtube.com/watch?v=saoTr1NwdzM
https://github.com/darkmentorllc/jackbnimble/blob/master/host/pocs/silabs_efr32_extadv_rce.py
https://www.blackhat.com/us-20/briefings/schedule/#finding-new-bluetooth-low-energy-exploits-via-reverse-engineering-multiple-vendors-firmwares-19655
https://www.cve.org/CVERecord?id=CVE-2020-15531
https://nvd.nist.gov/vuln/detail/CVE-2020-15531
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