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Summary

CVE CVE-2020-15590

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-09-14 22:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description A vulnerability in the Private Internet Access (PIA) VPN Client for Linux 1.5 through 2.3+ allows remote attackers to bypass an intended VPN kill switch mechanism and read sensitive information via intercepting network traffic. Since 1.5, PIA has supported a “split tunnel” OpenVPN bypass option. The PIA killswitch & associated iptables firewall is designed to protect you while using the Internet. When the kill switch is configured to block all inbound and outbound network traffic, privileged applications can continue sending & receiving network traffic if net.ipv4.ip_forward has been enabled in the system kernel parameters. For example, a Docker container running on a host with the VPN turned off, and the kill switch turned on, can continue using the internet, leaking the host IP (CWE 200). In PIA 2.4.0+, policy-based routing is enabled by default and is used to direct all forwarded packets to the VPN interface automatically.

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Privateinternetaccess Private Internet Access Vpn Client All All All All

Application Privateinternetaccess Private Internet Access Vpn Client All All All All

References

Reference

CVE-2020-15590 - Private Internet Access VPN for Linux – Exposure of Sensitive Information to an Unauthorized Actor - Sick Codes - Linux, NetSec, VPS, Arch, Debian, CentOS Tweaks & Tips!

sickcodes (sickcodes) · GitHub

security/SICK-2020-001.md at master · sickcodes/security · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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