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Summary

CVE CVE-2020-15598

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-10-06 14:15:00 UTC

Updated 2023-11-07 03:17:00 UTC

Description ** DISPUTED ** Trustwave ModSecurity 3.x through 3.0.4 allows denial of service via a special request. NOTE: The discoverer reports "Trustwave has signaled they are disputing our claims." The CVE suggests that there is a security issue with how ModSecurity handles regular expressions that can result in a Denial of Service condition. The vendor does not consider this as a security issue because1) there is no default configuration issue here. An attacker would need to know that a rule using a potentially problematic regular expression was in place, 2) the attacker would need to know the basic nature of the regular expression itself to exploit any resource issues. It's well known that regular expression usage can be taxing on system resources regardless of the use case. It is up to the administrator to decide on when it is appropriate to trade resources for potential security benefit.

Risk And Classification

Problem Types: CWE-835

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 10.0 All All All

Application Trustwave Modsecurity All All All All

References

Reference Source Link

ModSecurity 3.0.x Denial Of Service ≈ Packet Storm MISC packetstormsecurity.com

www.modsecurity.org MISC www.modsecurity.org

CVE-2020-15598 – ModSecurity v3 Affected By DoS (Severity HIGH) – OWASP ModSecurity Core Rule Set MISC coreruleset.org

Debian -- Security Information -- DSA-4765-1 modsecurity CONFIRM www.debian.org

Full Disclosure: ModSecurity v3 affected by DoS (CVE-2020-15598) MISC seclists.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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