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CVE CVE-2020-15652
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-10 18:15:00 UTC
Updated 2022-12-06 21:30:00 UTC
Description By observing the stack trace for JavaScript errors in web workers, it was possible to leak the result of a cross-origin redirect
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Risk And Classification

Problem Types: CWE-346

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 20.04 All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox Esr All All All All
Application Mozilla Firefox Esr All All All All
Application Mozilla Thunderbird All All All All
Application Mozilla Thunderbird All All All All
References
Reference Source Link Tags
Security Vulnerabilities fixed in Firefox 79 — Mozilla MISC www.mozilla.org Vendor Advisory
Security Vulnerabilities fixed in Firefox ESR 68.11 — Mozilla MISC www.mozilla.org Vendor Advisory
[security-announce] openSUSE-SU-2020:1189-1: important: Security update SUSE lists.opensuse.org  Third Party Advisory
[security-announce] openSUSE-SU-2020:1205-1: important: Security update  SUSE lists.opensuse.org
Access Denied MISC bugzilla.mozilla.org Issue Tracking, Vendor Ad\



https://cve.report/
https://cve.report/CVE-2020-15652/mitre
https://cve.report/CVE-2020-15652/nist
https://cve.report/CVE-2020-15652/cve_org
https://cve.report/CVE-2020-15652.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
https://www.mozilla.org/security/advisories/mfsa2020-30/
https://www.mozilla.org/security/advisories/mfsa2020-31/
http://lists.opensuse.org/opensuse-security-announce/2020-08/msg00025.html
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Security Vulnerabilities fixed in Firefox ESR 78.1 — Mozilla

Security Vulnerabilities fixed in Thunderbird 78.1 — Mozilla

USN-4443-1: Firefox vulnerabilities | Ubuntu security notices | Ubuntu
[security-announce] openSUSE-SU-2020:1179-1: important: Security update
Security Vulnerabilities fixed in Thunderbird 68.11 — Mozilla
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Vendor Advisory
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Vendor Advisory
canonical

canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500932 Alpine Linux Security Update for firefox-esr

500952 Alpine Linux Security Update for firefox

501075 Alpine Linux Security Update for mozjs68

503837 Alpine Linux Security Update for firefox

377050 Alibaba Cloud Linux Security Update for firefox (ALINUX2-SA-2020:0109)

296072 Oracle Solaris 11.4 Support Repository Update (SRU) 25.75.3 Missing (CPUJUL2020)
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