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CVE CVE-2020-15720
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-07-14 14:15:00 UTC
Updated 2020-07-23 16:33:00 UTC
Description In Dogtag PKI through 10.8.3, the pki.client.PKIConnection class did not enable python-requests certificate validation. Since
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Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Dogtagpki Dogtagpki All All All All
Reference Source Link
Comparing v10.9.0-a2...v10.9.0-b1 - dogtagpki/pki - GitHub MISC github.com
1855273 — (CVE-2020-15720) CVE-2020-15720 pki: Dogtag's python client does not validate certificates MISC bugzilla.redhat.com
Enable certificate verification in PKIConnection - dogtagpki/pki@50c23ec - GitHub MISC github.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159679 Oracle Enterprise Linux Security Update for pki-core:10.6 and pki-deps:10.6 (ELSA-2020-4847)

940348 AlmalLinux Security Update for pki-core:10.6 and pki-deps:10.6 (ALSA-2020:4847)
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