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Summary

CVE CVE-2020-15724

State PUBLIC

Assigner security@360.cn

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-07-21 18:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description In the version 12.1.0.1005 and below of 360 Total Security, when the Gamefolde calls GameChrome.exe, there exists a local privilege escalation vulnerability. An attacker who could exploit DLL hijacking to bypass the hips could execute arbitrary code on the Local system.

Risk And Classification

Problem Types: CWE-427

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application 360totalsecurity 360 Total Security All All All All

References

Reference Source Link Tags

360安全应急响应中心-致谢：感谢“Windows no bugs”对360安全应急响应中心的帮助与支持 MISC security.360.cn Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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