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Summary

CVE CVE-2020-15783

State PUBLIC

Assigner productcert@siemens.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-12 20:15:00 UTC

Updated 2022-12-06 21:18:00 UTC

Description A vulnerability has been identified in SIMATIC S7-300 CPU family (incl. related ET200 CPUs and SIPLUS variants) (All versions), SIMATIC TDC CPU555 (All versions), SINUMERIK 840D sl (All versions). Sending multiple specially crafted packets to the affected devices could cause a Denial-of-Service on port 102. A cold restart is required to recover the service.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Siemens Simatic S7-300 Cpu 312 - All All All

Hardware Siemens Simatic S7-300 Cpu 312 - All All All

Operating System Siemens Simatic S7-300 Cpu 312 Firmware All All All All

Operating System Siemens Simatic S7-300 Cpu 312 Firmware All All All All

Hardware Siemens Simatic S7-300 Cpu 314 - All All All

Hardware Siemens Simatic S7-300 Cpu 314 - All All All

Operating System Siemens Simatic S7-300 Cpu 314 Firmware All All All All

Operating System Siemens Simatic S7-300 Cpu 314 Firmware All All All All

Hardware Siemens Simatic S7-300 Cpu 315-2 Dp - All All All

Hardware Siemens Simatic S7-300 Cpu 315-2 Dp - All All All

Operating System Siemens Simatic S7-300 Cpu 315-2 Dp Firmware All All All All

Operating System Siemens Simatic S7-300 Cpu 315-2 Dp Firmware All All All All

Hardware Siemens Simatic S7-300 Cpu 315-2 Pn - All All All

Hardware Siemens Simatic S7-300 Cpu 315-2 Pn - All All All

Operating System Siemens Simatic S7-300 Cpu 315-2 Pn Firmware All All All All

Operating System Siemens Simatic S7-300 Cpu 315-2 Pn Firmware All All All All

Hardware Siemens Simatic S7-300 Cpu 315f-2 Dp - All All All
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Hardware Siemens Simatic S7-300 Cpu 315f-2 Dp - All All All

Hardware Siemens Simatic S7-300 Cpu 315f-2 Dp - All All All

Operating System Siemens Simatic S7-300 Cpu 315f-2 Dp Firmware All All All All

Operating System Siemens Simatic S7-300 Cpu 315f-2 Dp Firmware All All All All

Hardware Siemens Simatic S7-300 Cpu 315f-2 Pn - All All All

Hardware Siemens Simatic S7-300 Cpu 315f-2 Pn - All All All

Operating System Siemens Simatic S7-300 Cpu 315f-2 Pn Firmware All All All All

Operating System Siemens Simatic S7-300 Cpu 315f-2 Pn Firmware All All All All

Hardware Siemens Simatic S7-300 Cpu 317-2 Dp - All All All

Hardware Siemens Simatic S7-300 Cpu 317-2 Dp - All All All

Operating System Siemens Simatic S7-300 Cpu 317-2 Dp Firmware All All All All

Operating System Siemens Simatic S7-300 Cpu 317-2 Dp Firmware All All All All

Hardware Siemens Simatic S7-300 Cpu 317-2 Pn - All All All

Hardware Siemens Simatic S7-300 Cpu 317-2 Pn - All All All

Operating System Siemens Simatic S7-300 Cpu 317-2 Pn Firmware All All All All

Operating System Siemens Simatic S7-300 Cpu 317-2 Pn Firmware All All All All

Hardware Siemens Simatic S7-300 Cpu 317f-2 Dp - All All All

Hardware Siemens Simatic S7-300 Cpu 317f-2 Dp - All All All

Operating System Siemens Simatic S7-300 Cpu 317f-2 Dp Firmware All All All All

Operating System Siemens Simatic S7-300 Cpu 317f-2 Dp Firmware All All All All

Hardware Siemens Simatic S7-300 Cpu 317f-2 Pn - All All All

Hardware Siemens Simatic S7-300 Cpu 317f-2 Pn - All All All

Operating System Siemens Simatic S7-300 Cpu 317f-2 Pn Firmware All All All All

Operating System Siemens Simatic S7-300 Cpu 317f-2 Pn Firmware All All All All

Hardware Siemens Simatic Tdc Cpu555 - All All All

Operating System Siemens Simatic Tdc Cpu555 Firmware All All All All

Hardware Siemens Sinumerik 840d Sl - All All All

Hardware Siemens Sinumerik 840d Sl - All All All

Operating System Siemens Sinumerik 840d Sl Firmware All All All All

Operating System Siemens Sinumerik 840d Sl Firmware All All All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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