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A vulnerability has been identified in SIMATIC HMI Comfort Panels (incl. SIPLUS variants) (All versions < V16 Update 3a),
| i

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Hardware
Hardware
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Siemens Simatic Hmi Comfort Panels - All All All
Siemens Simatic Hmi Comfort Panels - All All All
Siemens Simatic Hmi Comfort Panels Firmware All All All All
Siemens Simatic Hmi Comfort Panels Firmware 16.0 - All All
Siemens Simatic Hmi Comfort Panels Firmware 16.0 updatef All All
Siemens Simatic Hmi Comfort Panels Firmware 16.0 update2 All All
Siemens Simatic Hmi Comfort Panels Firmware 16.0 update3 All All
Siemens Simatic Hmi Comfort Panels Firmware All All All All
Siemens Simatic Hmi Comfort Panels Firmware 16.0 - All All
Siemens Simatic Hmi Comfort Panels Firmware 16.0 update1 All All
Siemens Simatic Hmi Comfort Panels Firmware 16.0 update2 All All
Siemens Simatic Hmi Comfort Panels Firmware 16.0 update3 All All
Siemens Simatic Hmi Ktp Mobile Panels - All All All
Siemens Simatic Hmi Ktp Mobile Panels - All All All
Siemens Simatic Hmi Ktp Mobile Panels Firmware All All All All
Siemens Simatic Hmi Ktp Mobile Panels Firmware 16.0 - All All

Siemens Simatic Hmi Ktp Mobile Panels Firmware 16.0 update1 All All
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Operating System Siemens Simatic Hmi Ktp Mobile Panels Firmware 16.0 update2 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Firmware 16.0 update3 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Firmware All All All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Firmware 16.0 - All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Firmware 16.0 updatef All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Firmware 16.0 update2 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Firmware 16.0 update3 All All

Hardware Siemens Sinamics Gh150 - All All All

Operating System Siemens Sinamics Gh150 Firmware - All All All

Hardware Siemens Sinamics GI150 - All All All

Operating System Siemens Sinamics GI150 Firmware - All All All

Hardware Siemens Sinamics Gm150 - All All All

Operating System Siemens Sinamics Gm150 Firmware - All All All

Hardware Siemens Sinamics Sh150 - All All All

Operating System Siemens Sinamics Sh150 Firmware - All All All

Hardware Siemens Sinamics SI150 - All All All

Operating System Siemens Sinamics SI150 Firmware - All All All

Hardware Siemens Sinamics Sm120 - All All All

Operating System Siemens Sinamics Sm120 Firmware - All All All

Hardware Siemens Sinamics Sm150 - All All All

Hardware Siemens Sinamics Sm150i - All All All

Operating System Siemens Sinamics Sm150i Firmware - All All All

Operating System Siemens Sinamics Sm150 Firmware - All All All
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No vendor comments have been submitted for this CVE.
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590440 Siemens SIMATIC HMI Comfort Panels and SIMATIC HMI KTP Mobile Panels Vulnerability (ICSA-21-033-02)

590702 Siemens SINAMICS Medium Voltage Products Telnet (Update A) Vulnerability (ICSA-21-131-13)
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