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Summary

CVE CVE-2020-15803

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-07-17 03:15:00 UTC

Updated 2023-11-07 03:17:00 UTC

Description Zabbix before 3.0.32rc1, 4.x before 4.0.22rc1, 4.1.x through 4.4.x before 4.4.10rc1, and 5.x before 5.0.2rc1 allows stored XSS in the URL Widget.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 9.0 All All All

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 32 All All All

Operating System Opensuse Backports sle-15 sp1 All All

Operating System Opensuse Backports sle-15 sp2 All All

Operating System Opensuse Leap 15.1 All All All

Operating System Opensuse Leap 15.2 All All All

Application Zabbix Zabbix 3.0.32 rc1 All All

Application Zabbix Zabbix 4.0.22 - All All

Application Zabbix Zabbix 4.0.22 rc1 All All

Application Zabbix Zabbix 4.4.10 - All All

Application Zabbix Zabbix 4.4.10 rc1 All All

Application Zabbix Zabbix 5.0.2 - All All

Application Zabbix Zabbix 5.0.2 rc1 All All

Application Zabbix Zabbix 3.0.32 rc1 All All

Application Zabbix Zabbix 4.0.22 - All All

Application Zabbix Zabbix 4.0.22 rc1 All All
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Application Zabbix Zabbix 4.0.22 rc1 All All

Application Zabbix Zabbix 4.4.10 - All All

Application Zabbix Zabbix 4.4.10 rc1 All All

Application Zabbix Zabbix 5.0.2 - All All

Application Zabbix Zabbix 5.0.2 rc1 All All

Application Zabbix Zabbix All All All All

Application Zabbix Zabbix All All All All

Application Zabbix Zabbix All All All All

Application Zabbix Zabbix All All All All

References

Reference Source Link

[SECURITY] Fedora 31 Update: zabbix-4.0.22-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[ZBX-18057] Stored Cross Site Scripting attack on URL widget (CVE-2020-15803) - ZABBIX SUPPORT MISC support.zabbix.com

[SECURITY] [DLA 2631-1] zabbix security update MLIST lists.debian.org

[SECURITY] [DLA 3390-1] zabbix security update MLIST lists.debian.org

[SECURITY] Fedora 32 Update: zabbix-4.0.22-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 31 Update: zabbix-4.0.22-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] [DLA 2311-1] zabbix security update MLIST lists.debian.org

[SECURITY] Fedora 32 Update: zabbix-4.0.22-1.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[security-announce] openSUSE-SU-2020:1604-1: moderate: Security update f SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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