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Summary

CVE CVE-2020-15824

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-08 21:15:00 UTC

Updated 2023-11-07 03:17:00 UTC

Description In JetBrains Kotlin from 1.4-M1 to 1.4-RC (as Kotlin 1.3.7x is not affected by the issue. Fixed version is 1.4.0) there is a script-cache privilege escalation vulnerability due to kotlin-main-kts cached scripts in the system temp directory, which is shared by all users by default.

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Groovy All All All All

Application Apache Groovy 4.0.0 alpha1 All All

Application Jetbrains Kotlin 1.4.0 milestone1 All All

Application Jetbrains Kotlin 1.4.0 milestone2 All All

Application Jetbrains Kotlin 1.4.0 milestone3 All All

Application Jetbrains Kotlin 1.4.0 rc All All

Application Jetbrains Kotlin 1.4.0 milestone1 All All

Application Jetbrains Kotlin 1.4.0 milestone2 All All

Application Jetbrains Kotlin 1.4.0 milestone3 All All

Application Jetbrains Kotlin 1.4.0 rc All All

Application Oracle Banking Extensibility Workbench 14.2 All All All

Application Oracle Banking Extensibility Workbench 14.3 All All All

Application Oracle Banking Extensibility Workbench 14.5 All All All

Application Oracle Communications Cloud Native Core Policy 1.14.0 All All All

References

Reference Source Link Tags

https://cve.report/
https://cve.report/CVE-2020-15824/mitre
https://cve.report/CVE-2020-15824/nist
https://cve.report/CVE-2020-15824/cve_org
https://cve.report/CVE-2020-15824.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/groovy
http://cve.report/vendor/apache
http://cve.report/software/apache/groovy
http://cve.report/vendor/jetbrains
http://cve.report/software/jetbrains/kotlin
http://cve.report/vendor/jetbrains
http://cve.report/software/jetbrains/kotlin
http://cve.report/vendor/jetbrains
http://cve.report/software/jetbrains/kotlin
http://cve.report/vendor/jetbrains
http://cve.report/software/jetbrains/kotlin
http://cve.report/vendor/jetbrains
http://cve.report/software/jetbrains/kotlin
http://cve.report/vendor/jetbrains
http://cve.report/software/jetbrains/kotlin
http://cve.report/vendor/jetbrains
http://cve.report/software/jetbrains/kotlin
http://cve.report/vendor/jetbrains
http://cve.report/software/jetbrains/kotlin
http://cve.report/vendor/oracle
http://cve.report/software/oracle/banking_extensibility_workbench
http://cve.report/vendor/oracle
http://cve.report/software/oracle/banking_extensibility_workbench
http://cve.report/vendor/oracle
http://cve.report/software/oracle/banking_extensibility_workbench
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_cloud_native_core_policy


Pony Mail! lists.apache.org

oss-security - [CVE-2020-17521]: Apache Groovy Information Disclosure MLIST www.openwall.com
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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