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CVE-2020-15842

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

avssancrmmancrnernsuun  Gertain versions of Dxp from Liferay contain the following vulnerability:

/‘ Liferay Portal before 7.3.0, and Liferay DXP 7.0 before fix pack 90, 7.1

/’ z"“\ before fix pack 17, and 7.2 before fix pack 5, allows man-in-the-middle

\ & e attackers to execute arbitrary code via crafted serialized payloads,
\

B
because of insecure deserialization.
CVE-2020-15842 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as m severity.

CVSS3 Score: 8.1-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
HiGH [ NONE | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: [SBFMEDIUM)
Access Access Authentication
Vector Complexity
[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

[LPE-16963] Java deserialization vulnerability in S MISC issues.liferay.com/browse/LPE-16963
clustered setup - Liferay Issues

text/html



https://cve.report/
https://cve.report/CVE-2020-15842/mitre
https://cve.report/CVE-2020-15842/nist
https://cve.report/CVE-2020-15842/cve_org
https://cve.report/CVE-2020-15842.pdf
http://cve.report/software/liferay/dxp
http://cve.report/vendor/liferay
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://issues.liferay.com/browse/LPE-16963

CST-7213 Java deserialization vulnerability in @ MISC portal.liferay.dev/learn/security/known-vulnerabilities/-
clustered setup /asset_publisher/HoL5mxmVrnXW/content/id/119317427

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Liferay Dxp 7.0 - All All
Application Liferay Dxp 7.0 fix_pack_13 All All
Application Liferay Dxp 7.0 fix_pack_14 All All
Application Liferay Dxp 7.0 fix_pack_24 All All
Application Liferay Dxp 7.0 fix_pack_25 All All
Application Liferay Dxp 7.0 fix_pack_26 All All
Application Liferay Dxp 7.0 fix_pack_27 All All
Application Liferay Dxp 7.0 fix_pack_28 All All
Application Liferay Dxp 7.0 fix_pack_30 All All
Application Liferay Dxp 7.0 fix_pack_33 All All
Application Liferay Dxp 7.0 fix_pack_35 All All
Application Liferay Dxp 7.0 fix_pack_36 All All
Application Liferay Dxp 7.0 fix_pack_39 All All
Application Liferay Dxp 7.0 fix_pack_3\+ All All
Application Liferay Dxp 7.0 fix_pack_40 All All
Application Liferay Dxp 7.0 fix_pack_41 All All
Application Liferay Dxp 7.0 fix_pack_42 All All
Application Liferay Dxp 7.0 fix_pack_43 All All
Application Liferay Dxp 7.0 fix_pack_44 All All
Application Liferay Dxp 7.0 fix_pack_45 All All
Application Liferay Dxp 7.0 fix_pack_46 All All
Application Liferay Dxp 7.0 fix_pack_47 All All
Application Liferay Dxp 7.0 fix_pack_48 All All
Application Liferay Dxp 7.0 fix_pack_49 All All
Application Liferay Dxp 7.0 fix_pack_50 All All

Application Liferay Dxp 7.0 fix_pack_51 All All
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Dxp
Dxp
Dxp
Dxp
Dxp
Dxp
Dxp
Dxp
Liferay Portal

Liferay Portal

KLk Lk kKK,

cpe:2.3:a:liferay:dxp:7.0:fix_pack_28:*:*:*:*:*:*:

akLk kKKK,

cpe:2.3:a:liferay:dxp:7.0:fix_pack_30:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:liferay:dxp:7.0:fix_pack_ 33:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:liferay:dxp:7.0:fix_pack_35:*:*:*:*:*:*:

kKK KLk k.

cpe:2.3:a:liferay:dxp:7.0:fix_pack_39:*:*:*:*:*:*:

Rk Lk akukuk.

cpe:2.3:a:liferay:dxp:7.0:fix_pack 3\+:*:*:*:**::

71

7.1

71

7.1

71

7.1

71

7.1

7.1

7.1

7.2

7.2

7.2

7.2

7.2

7.2

All

All

fix_pack_15
fix_pack_16
fix_pack_2
fix_pack_3
fix_pack_4
fix_pack_5
fix_pack_6
fix_pack_7
fix_pack_8

fix_pack_9

fix_pack_1
fix_pack_2
fix_pack_3
fix_pack_4
fix_pack_5
All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All
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KKk akuk k.

cpe:2.3:a:liferay:dxp:7.0:fix_pack_40:*:*:*:*:*::

kKK KRk,

cpe:2.3:a:liferay:dxp:7.0:fix_pack_41:*:**:**::

Kk ak KRk,

cpe:2.3:a:liferay:dxp:7.0:fix_pack_42:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:liferay:dxp:7.0:fix_pack_43:*:*:*:*:*:*:

KKk KRk,

cpe:2.3:a:liferay:dxp:7.0:fix_pack_45:*:*:**:*:*:

KKk KRk,

cpe:2.3:a:liferay:dxp:7.0:fix_pack_46:*:*:*:*:*:*:

KKk KKk,

cpe:2.3:a:liferay:dxp:7.0:fix_pack_47:*:*:**:*:*:

Kk kKKK,

cpe:2.3:a:liferay:dxp:7.0:fix_pack_48:*:*:*:*:*:*:

akLk Lk kKK,

cpe:2.3:a:liferay:dxp:7.0:fix_pack_65:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:liferay:dxp:7.0:fix_pack_66:":*:*:*:*:*:

kKK kKK,

cpe:2.3:a:liferay:dxp:7.0:fix_pack_67:*:*:*:*:*:*:

kKK KLk k.

cpe:2.3:a:liferay:dxp:7.0:fix_pack_68:*:*:*:*:*:*:

kKK KLk k.

cpe:2.3:a:liferay:dxp:7.0:fix_pack_70:*:*:**:*:*:



Kk kKR k.

cpe:2.3:a:liferay:dxp:7.0:fix_pack_72:*:*:*:*:*::

KKk Kk k.

cpe:2.3:a:liferay:dxp:7.0:fix_pack_73:*:*:**:*:*:

Kk kKR k.

cpe:2.3:a:liferay:dxp:7.0:fix_pack_75:*:*:**:*:*:

Kk ak kR k.

cpe:2.3:a:liferay:dxp:7.0:fix_pack_76:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:liferay:dxp:7.0:fix_pack_79:*:*:**:*:*:

Kk kKR k.

cpe:2.3:a:liferay:dxp:7.0:fix_pack_80:*:*:*:*:*:*:

KKk KRk,

cpe:2.3:a:liferay:dxp:7.0:fix_pack_81:*:*:*:*:*:*:

e_akakak kKK,

cpe:2.3:aliferay:dxp:7.1 - e

dkukakkakak.

cpe:2.3:a:liferay:dxp:7.1:fix_pack_7:*:*:*:*:

dkakukkukak.

cpe:2.3:a:liferay:dxp:7.1:fix_pack_8:*:*:*:*:*:*:

dkk Lk akkuk.

coe:2.3:a:liferav:dxn:7.2:fix pack 2:*:*:*:*:*:*:



e i e B SRR b b

dkakk Lk kuk.

cpe:2.3:a:liferay:dxp:7.2:fix_pack_4:*: "

dkak kR kak.

cpe:2.3:a:liferay:dxp:7.2:fix_pack_5:*:*:*:*:*:*:

cpe:2.3:aliferay:dxp:7.0:- e

KKk kLR k.

cpe:2.3:a:liferay:dxp:7.0:fix_pack_13:*:*:*:*:*:*:

Kk kKRR,

cpe:2.3:a:liferay:dxp:7.0:fix_pack_24:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:liferay:dxp:7.0:fix_pack_25:*:*:*:*:*:*:

Kk kKKK,

cpe:2.3:a:liferay:dxp:7.0:fix_pack_26:*:*:*:*:*:*:

Kk kL Kk ak.

cpe:2.3:a:liferay:dxp:7.0:fix_pack_27:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:liferay:dxp:7.0:fix_pack_46:":*:*:*:*:*:

kKK kKK,

cpe:2.3:a:liferay:dxp:7.0:fix_pack_47:*:*:***:*:



KKk KKk,

cpe:2.3:a:liferay:dxp:7.0:fix_pack_51:*:* "

KKk akuk k.

cpe:2.3:a:liferay:dxp:7.0:fix_pack_53:*:*:*:*:*:*:

Kakak kR k.

cpe:2.3:a:liferay:dxp:7.0:fix_pack_54:*:*:**:*:*:

Kk uk kR k.

cpe:2.3:a:liferay:dxp:7.0:fix_pack_56:*:*:*:*:*:*:

Kk ak KLk k.

cpe:2.3:a:liferay:dxp:7.0:fix_pack 57:*:*:*:*:*:*:

Kk kKR ok,

cpe:2.3:a:liferay:dxp:7.0:fix_pack_59:*:*:*:*:*:*:

Kk uk oKk ok,

cpe:2.3:a:liferay:dxp:7.0:fix_pack_60:*:*:*:*:*:*:

Sk KoKk k.

cpe:2.3:a:liferay:dxp:7.0:fix_pack_61:*:*:*:*:*:*:

Kk kKK ok,

cpe:2.3:a:liferay:dxp:7.0:fix_pack_64:*:*:*:*:*:*:

KLk Lk kKK,

cpe:2.3:a:liferay:dxp:7.0:fix_pack_78:*:*:*:*:*:*:

AkLk kKKK,

cpe:2.3:a:liferay:dxp:7.0:fix_pack_79:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:liferay:dxp:7.0:fix_pack_80:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:liferay:dxp:7.0:fix_pack_81:*:*:*:*:*:*:

e_akakuk kKoK,

cpe:2.3:aliferay:dxp:7.1:-*

dkk Lk kkak.

cpe:2.3:a:liferay:dxp:7.1:fix_pack_1:*:*:*:*:*::

PRV, s WORDH LY SR T A I R B N A N N



cpe.L.o.d.neray.uxp./. 1NX_pdCKk_1u. . . . . ..

KRk kKK,

cpe:2.3:a:liferay:dxp:7.1:fix_pack_11:*:* "

Kk kKR k.

cpe:2.3:a:liferay:dxp:7.1:fix_pack_13:*:*:**:*:*:

KKk KLk k.

cpe:2.3:a:liferay:dxp:7.1:fix_pack_14:*:*:**:*:*:

dkak kR akak.

cpe:2.3:a:liferay:dxp:7.1:fix_pack_3:*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:aliferay:dxp:7.1:fix_pack_4:*:*:**:*:*:

dkakak ok akak.

cpe:2.3:a:liferay:dxp:7.1:fix_pack_5:*:**:*:*:*:

dkak kR akak,

cpe:2.3:aliferay:dxp:7.1:fix_pack_6:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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