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Summary

CVE CVE-2020-15858

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-21 21:15:00 UTC

Updated 2023-04-24 17:15:00 UTC

Description Some devices of Thales DIS (formerly Gemalto, formerly Cinterion) allow Directory Traversal by physically proximate attackers. The directory path access check of the internal flash file system can be circumvented. This flash file system can store application-specific data and data needed for customer Java applications, TLS and OTAP (Java over-the-air-provisioning) functionality. The affected products and releases are: BGS5 up to and including SW RN 02.000 / ARN 01.001.06 EHSx and PDSx up to and including SW RN 04.003 / ARN 01.000.04 ELS61 up to and including SW RN 02.002 / ARN 01.000.04 ELS81 up to and including SW RN 05.002 / ARN 01.000.04 PLS62 up to and including SW RN 02.000 / ARN 01.000.04

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Thalesgroup Bgs5 - All All All

Hardware Thalesgroup Bgs5 - All All All

Operating System Thalesgroup Bgs5 Firmware All All All All

Operating System Thalesgroup Bgs5 Firmware All All All All

Hardware Thalesgroup Ehs5 - All All All

Hardware Thalesgroup Ehs5 - All All All

Operating System Thalesgroup Ehs5 Firmware All All All All

Operating System Thalesgroup Ehs5 Firmware All All All All

Hardware Thalesgroup Ehs6 - All All All

Hardware Thalesgroup Ehs6 - All All All

Operating System Thalesgroup Ehs6 Firmware All All All All

Operating System Thalesgroup Ehs6 Firmware All All All All

Hardware Thalesgroup Ehs8 - All All All

Hardware Thalesgroup Ehs8 - All All All

Operating System Thalesgroup Ehs8 Firmware All All All All

Operating System Thalesgroup Ehs8 Firmware All All All All

Hardware Thalesgroup Els61 - All All All
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Hardware Thalesgroup Els61 - All All All

Hardware Thalesgroup Els61 - All All All

Operating System Thalesgroup Els61 Firmware All All All All

Operating System Thalesgroup Els61 Firmware All All All All

Hardware Thalesgroup Els81 - All All All

Hardware Thalesgroup Els81 - All All All

Operating System Thalesgroup Els81 Firmware All All All All

Operating System Thalesgroup Els81 Firmware All All All All

Hardware Thalesgroup Pds5 - All All All

Hardware Thalesgroup Pds5 - All All All

Operating System Thalesgroup Pds5 Firmware All All All All

Operating System Thalesgroup Pds5 Firmware All All All All

Hardware Thalesgroup Pds6 - All All All

Hardware Thalesgroup Pds6 - All All All

Operating System Thalesgroup Pds6 Firmware All All All All

Operating System Thalesgroup Pds6 Firmware All All All All

Hardware Thalesgroup Pls62 - All All All

Hardware Thalesgroup Pls62 - All All All

Operating System Thalesgroup Pls62 Firmware All All All All

Operating System Thalesgroup Pls62 Firmware All All All All

References

Reference Source Link Tags

Telit Cinterion IoT Traversal / Escalation / Bypass / Heap Overflow ≈ Packet Storm MISC packetstormsecurity.com

Security Updates for Cinterion IoT modules | Thales Group CONFIRM www.thalesgroup.com Vendor Advisory

Full Disclosure: Security vulnerabilities in Telit Cinterion IoT (formerly Thales) devices FULLDISC seclists.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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