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CVE CVE-2020-15858
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-21 21:15:00 UTC
Updated 2023-04-24 17:15:00 UTC
Description Some devices of Thales DIS (formerly Gemalto, formerly Cinterion) allow Directory Traversal by physically proximate attack
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Thalesgroup Bgs5 - All All All
Hardware Thalesgroup Bgs5 - All All All
Operating System Thalesgroup Bgs5 Firmware All All All All
Operating System Thalesgroup Bgs5 Firmware All All All All
Hardware Thalesgroup Ehs5 - All All All
Hardware Thalesgroup Ehs5 - All All All
Operating System Thalesgroup Ehs5 Firmware All All All All
Operating System Thalesgroup Ehs5 Firmware All All All All
Hardware Thalesgroup Ehs6 - All All All
Hardware Thalesgroup Ehs6 - All All All
Operating System Thalesgroup Ehs6 Firmware All All All All
Operating System Thalesgroup Ehs6 Firmware All All All All
Hardware Thalesgroup Ehs8 - All All All
Hardware Thalesgroup Ehs8 - All All All
Operating System Thalesgroup Ehs8 Firmware All All All All
Operating System Thalesgroup Ehs8 Firmware All All All All
Hardware Thalesgroup Els61 - All All All
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Hardware Thalesgroup Els61 - All All All
Operating System Thalesgroup Els61 Firmware All All All All
Operating System Thalesgroup Els61 Firmware All All All All
Hardware Thalesgroup Els81 - All All All
Hardware Thalesgroup Els81 - All All All
Operating System Thalesgroup Els81 Firmware All All All All
Operating System Thalesgroup Els81 Firmware All All All All
Hardware Thalesgroup Pds5 - All All All
Hardware Thalesgroup Pds5 - All All All
Operating System Thalesgroup Pds5 Firmware All All All All
Operating System Thalesgroup Pds5 Firmware All All All All
Hardware Thalesgroup Pds6 - All All All
Hardware Thalesgroup Pds6 - All All All
Operating System Thalesgroup Pds6 Firmware All All All All
Operating System Thalesgroup Pds6 Firmware All All All All
Hardware Thalesgroup Pls62 - All All All
Hardware Thalesgroup Pls62 - All All All
Operating System Thalesgroup Pls62 Firmware All All All All
Operating System Thalesgroup Pls62 Firmware All All All All
Reference Source Link Tags
Telit Cinterion loT Traversal / Escalation / Bypass / Heap Overflow ~ Packet Storm MISC packetstormsecurity.com
Security Updates for Cinterion loT modules | Thales Group CONFIRM  www.thalesgroup.com Vendor Advi

Full Disclosure: Security vulnerabilities in Telit Cinterion loT (formerly Thales) devices FULLDISC seclists.org

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, a
a Gl

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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