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State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-07-23 19:15:00 UTC
Updated 2023-11-07 03:17:00 UTC
Description common/session.c in Claws Mail before 3.17.6 has a protocol violation because suffix data after STARTTLS is mishandled.
/| |

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Claws-mail Claws-mail All All All All
Application Claws-mail Claws-mail All All All All
Operating System Fedoraproject Fedora 31 All All All
Operating System Fedoraproject Fedora 32 All All All
Application Opensuse Backports Sle 15.0 sp1 All All
Application Opensuse Backports Sle 15.0 sp2 All All
Operating System Opensuse Leap 15.1 All All All
Operating System Opensuse Leap 15.2 All All All

References

Reference

git.claws-mail.org Git - claws.git/blob - RELEASE_NOTES

Claws Mail: Improper STARTTLS handling (GLSA 202007-56) — Gentoo security

[security-announce] openSUSE-SU-2020:1269-1: moderate: Security update f

[SECURITY] Fedora 31 Update: claws-mail-3.17.6-1.fc31 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 32 Update: claws-mail-3.17.6-1.fc32 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 32 Update: claws-mail-3.17.6-1.fc32 - package-announce - Fedora Mailing-Lists
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[security-announce] openSUSE-SU-2020:1822-1: moderate: Security update f SUSE lists.opensuse.org
git.claws-mail.org Git - claws.git/commit MISC git.claws-mail.org l
git.claws-mail.org Git - claws.git/commit git.claws-mail.org
[security-announce] openSUSE-SU-2020:1192-1: moderate: Security update f SUSE lists.opensuse.org
[security-announce] openSUSE-SU-2020:1116-1: moderate: Security update f SUSE lists.opensuse.org
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[SECURITY] Fedora 31 Update: claws-mail-3.17.6-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
CVE Program record CVE.ORG www.cve.org (
NVD vulnerability detail NVD nvd.nist.gov (
1

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500850 Alpine Linux Security Update for claws-mail
504622 Alpine Linux Security Update for claws-mail

750839 OpenSUSE Security Update for claws-mail (openSUSE-SU-2021:1045-1)
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