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Summary

CVE CVE-2020-16139

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-12 21:15:00 UTC

Updated 2023-11-07 03:18:00 UTC

Description ** UNSUPPORTED WHEN ASSIGNED ** A denial-of-service in Cisco Unified IP Conference Station 7937G 1-4-4-0 through 1-4-5-7 allows attackers restart the device remotely through sending specially crafted packets. Note: We cannot prove this vulnerability exists. Out of an abundance of caution, this CVE is being assigned to better serve our customers and ensure all who are still running this product understand that the product is end of life and should be removed or upgraded. For more information on this, and how to upgrade, refer to the CVE’s reference information.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Unified Ip Conference Station 7937g - All All All

Hardware Cisco Unified Ip Conference Station 7937g - All All All

Operating System Cisco Unified Ip Conference Station 7937g Firmware All All All All

References

Reference Source Link

Cisco 7937G Denial Of Service ≈ Packet Storm MISC packetstormsecurity.com

Cisco Unified IP Conference Station 7937G | Black Lantern Security MISC www.blacklanternsecurity.com

End-of-Sale and End-of-Life Announcement for the Cisco Unified IP Conference Station 7937G - Cisco MISC www.cisco.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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