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A Use of Hard-coded Credentials vulnerability exists in the NFX250 Series for the vSRX Virtual Network Function (VNF) ing

Risk And Classification

1|

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Hardware

Hardware

References

Vendor
Juniper
Juniper
Juniper
Juniper
Juniper
Juniper
Juniper
Juniper
Juniper
Juniper
Juniper

Juniper

Product

Junos

Junos

Junos

Junos

Junos

Junos

Junos

Junos

Junos

Junos

Nfx250

Nfx250

Version

All

19.2

19.2

All

19.2

19.2

19.2

19.2

Update
All
r1-st
r1-s2
r1-s3
r1-s4
All
ri1-s1
r1-s2
r1-s3
r1-s4
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

Language

All

All

All

All

All

All

All

All

All

All

All

All

Reference

2020-04 Security Bulletin: NFX250 Series: Hardcoded credentials in the vSRX VNF instance. (CVE-2020-1614) - Juniper Networks

Configuring the Internal Management IP Address of vSRX VNF - Technical Documentation - Support - Juniper Networks

Source

MISC

MISC


https://cve.report/
https://cve.report/CVE-2020-1614/mitre
https://cve.report/CVE-2020-1614/nist
https://cve.report/CVE-2020-1614/cve_org
https://cve.report/CVE-2020-1614.pdf
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/software/juniper/nfx250
http://cve.report/vendor/juniper
http://cve.report/software/juniper/nfx250
https://kb.juniper.net/JSA10997
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/task/configuration/nfx250-configure-vsrx-internal-ip.html

CVE Program record CVE.Ot

NVD vulnerability detail NVD

Kl |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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