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Summary

CVE CVE-2020-16168

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-07 13:15:00 UTC

Updated 2023-05-16 22:42:00 UTC

Description Origin Validation Error in temi Robox OS prior to 120, temi Android app up to 1.3.7931 allows remote attackers to access the REST API and MQTT broker used by the temi and send it custom data/requests via unspecified vectors.

Risk And Classification

Problem Types: CWE-346

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Robotemi Temi - All All All

Hardware Robotemi Temi - All All All

Operating System Robotemi Temi Firmware All All All All

Operating System Robotemi Temi Firmware 20190419.165201 All All All

Operating System Robotemi Temi Firmware 20190419.165201 All All All

References

Reference Source Link Tags

Software Updates - temi robot MISC www.robotemi.com Vendor Advisory

Call an Exorcist! My Robot’s Possessed! | McAfee Blogs MISC www.mcafee.com Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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