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Summary

CVE CVE-2020-16208

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-09-01 21:15:00 UTC

Updated 2020-09-08 15:12:00 UTC

Description The affected product is vulnerable to cross-site request forgery, which may allow an attacker to modify different configurations of a device by luring an authenticated user to click on a crafted link on the N-Tron 702-W / 702M12-W (all versions).

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Redlion N-tron 702-w - All All All

Hardware Redlion N-tron 702-w - All All All

Operating System Redlion N-tron 702-w Firmware All All All All

Operating System Redlion N-tron 702-w Firmware All All All All

Hardware Redlion N-tron 702m12-w - All All All

Hardware Redlion N-tron 702m12-w - All All All

Operating System Redlion N-tron 702m12-w Firmware All All All All

Operating System Redlion N-tron 702m12-w Firmware All All All All

References

Reference Source

Red Lion N-Tron 702-W / 702M12-W 2.0.26 XSS / CSRF / Shell ≈ Packet Storm MISC

Red Lion N-Tron 702-W, 702M12-W | CISA MISC

Full Disclosure: SEC Consult SA-20200902-0 :: Multiple Vulnerabilities in Red Lion N-Tron 702-W, Red Lion N-Tron 702M12-W FULLDISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD
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https://nvd.nist.gov/vuln/detail/CVE-2020-16208


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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