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Summary

CVE CVE-2020-16226

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-10-05 18:15:00 UTC

Updated 2020-10-22 18:59:00 UTC

Description Multiple Mitsubishi Electric products are vulnerable to impersonations of a legitimate device by a malicious actor, which may allow an attacker to remotely execute arbitrary commands.

Risk And Classification

Problem Types: CWE-342

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mitsubishielectric Conveyor Tracking Application Apr-ntr12fh - All All All

Application Mitsubishielectric Conveyor Tracking Application Apr-ntr12fh - All All All

Application Mitsubishielectric Conveyor Tracking Application Apr-ntr20fhn12 - All All All

Application Mitsubishielectric Conveyor Tracking Application Apr-ntr20fhn12 - All All All

Application Mitsubishielectric Conveyor Tracking Application Apr-ntr3fh All All All All

Application Mitsubishielectric Conveyor Tracking Application Apr-ntr3fh All All All All

Application Mitsubishielectric Conveyor Tracking Application Apr-ntr6fh - All All All

Application Mitsubishielectric Conveyor Tracking Application Apr-ntr6fh - All All All

Hardware Mitsubishielectric Fr-a820-e - All All All

Hardware Mitsubishielectric Fr-a820-e - All All All

Operating System Mitsubishielectric Fr-a820-e Firmware All All All All

Operating System Mitsubishielectric Fr-a820-e Firmware All All All All

Hardware Mitsubishielectric Fr-a840-e - All All All

Hardware Mitsubishielectric Fr-a840-e - All All All

Operating System Mitsubishielectric Fr-a840-e Firmware All All All All

Operating System Mitsubishielectric Fr-a840-e Firmware All All All All

Hardware Mitsubishielectric Fr-a842-e - All All All
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Hardware Mitsubishielectric Fr-a842-e - All All All

Hardware Mitsubishielectric Fr-a842-e - All All All

Operating System Mitsubishielectric Fr-a842-e Firmware All All All All

Operating System Mitsubishielectric Fr-a842-e Firmware All All All All

Hardware Mitsubishielectric Fr-a860-e - All All All

Hardware Mitsubishielectric Fr-a860-e - All All All

Operating System Mitsubishielectric Fr-a860-e Firmware All All All All

Operating System Mitsubishielectric Fr-a860-e Firmware All All All All

Hardware Mitsubishielectric Fr-a862-e - All All All

Hardware Mitsubishielectric Fr-a862-e - All All All

Operating System Mitsubishielectric Fr-a862-e Firmware All All All All

Operating System Mitsubishielectric Fr-a862-e Firmware All All All All

Hardware Mitsubishielectric Fr-a8ncge - All All All

Hardware Mitsubishielectric Fr-a8ncge - All All All

Operating System Mitsubishielectric Fr-a8ncge Firmware All All All All

Hardware Mitsubishielectric Fr-e800-epa - All All All

Hardware Mitsubishielectric Fr-e800-epa - All All All

Operating System Mitsubishielectric Fr-e800-epa Firmware All All All All

Hardware Mitsubishielectric Fr-e800-epb - All All All

Hardware Mitsubishielectric Fr-e800-epb - All All All

Operating System Mitsubishielectric Fr-e800-epb Firmware All All All All
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Hardware Mitsubishielectric Fr-f820-e - All All All
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Operating System Mitsubishielectric Fr-f860-e Firmware All All All All

Hardware Mitsubishielectric Fr-f862-e - All All All

Hardware Mitsubishielectric Fr-f862-e - All All All

Operating System Mitsubishielectric Fr-f862-e Firmware All All All All

Operating System Mitsubishielectric Fr-f862-e Firmware All All All All

Hardware Mitsubishielectric Fx3g-14mr/ds - All All All

Hardware Mitsubishielectric Fx3g-14mr/ds - All All All

Operating System Mitsubishielectric Fx3g-14mr/ds Firmware All All All All
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Hardware Mitsubishielectric Fx3g-14mr/es - All All All

Hardware Mitsubishielectric Fx3g-14mr/es - All All All

Operating System Mitsubishielectric Fx3g-14mr/es Firmware All All All All
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Hardware Mitsubishielectric Fx3g-32 Mt/dss - All All All
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Operating System Mitsubishielectric Fx3g-32 Mt/dss Firmware All All All All
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