
CVE-2020-16228
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2020-16228

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-09-11 13:15:00 UTC

Updated 2023-12-12 21:15:00 UTC

Description Patient Information Center iX (PICiX) Versions B.02, C.02, C.03, PerformanceBridge Focal Point Version A.01, IntelliVue patient monitors MX100, MX400-MX850, and MP2-MP90 Versions N and prior, IntelliVue X3 and X2 Versions N and prior. The software does not check or incorrectly checks the revocation status of a certificate, which may cause it to use a compromised certificate.

Risk And Classification

Problem Types: CWE-299

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Philips Intellivue Mp2-mp90 n All All All

Hardware Philips Intellivue Mp2-mp90 n All All All

Operating System Philips Intellivue Mp2-mp90 Firmware - All All All

Operating System Philips Intellivue Mp2-mp90 Firmware - All All All

Hardware Philips Intellivue Mx100 - All All All

Hardware Philips Intellivue Mx100 - All All All

Operating System Philips Intellivue Mx100 Firmware - All All All

Operating System Philips Intellivue Mx100 Firmware - All All All

Hardware Philips Intellivue Mx400 - All All All

Hardware Philips Intellivue Mx400 - All All All

Operating System Philips Intellivue Mx400 Firmware - All All All

Operating System Philips Intellivue Mx400 Firmware - All All All

Hardware Philips Intellivue Mx550 - All All All

Hardware Philips Intellivue Mx550 - All All All

Operating System Philips Intellivue Mx550 Firmware - All All All

Operating System Philips Intellivue Mx550 Firmware - All All All

Hardware Philips Intellivue Mx600 - All All All
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Hardware Philips Intellivue Mx600 - All All All

Hardware Philips Intellivue Mx600 - All All All

Operating System Philips Intellivue Mx600 Firmware - All All All

Operating System Philips Intellivue Mx600 Firmware - All All All

Hardware Philips Intellivue Mx700 - All All All

Hardware Philips Intellivue Mx700 - All All All

Operating System Philips Intellivue Mx700 Firmware - All All All

Operating System Philips Intellivue Mx700 Firmware - All All All

Hardware Philips Intellivue Mx750 - All All All

Hardware Philips Intellivue Mx750 - All All All

Operating System Philips Intellivue Mx750 Firmware - All All All

Operating System Philips Intellivue Mx750 Firmware - All All All

Hardware Philips Intellivue Mx800 - All All All

Hardware Philips Intellivue Mx800 - All All All

Operating System Philips Intellivue Mx800 Firmware - All All All

Operating System Philips Intellivue Mx800 Firmware - All All All

Hardware Philips Intellivue Mx850 - All All All

Hardware Philips Intellivue Mx850 - All All All

Operating System Philips Intellivue Mx850 Firmware - All All All

Operating System Philips Intellivue Mx850 Firmware - All All All

Hardware Philips Intellivue X2 n All All All

Hardware Philips Intellivue X2 n All All All

Operating System Philips Intellivue X2 Firmware - All All All

Operating System Philips Intellivue X2 Firmware - All All All

Hardware Philips Intellivue X3 n All All All

Hardware Philips Intellivue X3 n All All All

Operating System Philips Intellivue X3 Firmware - All All All

Operating System Philips Intellivue X3 Firmware - All All All

Application Philips Patient Information Center Ix b.02 All All All

Application Philips Patient Information Center Ix c.02 All All All

Application Philips Patient Information Center Ix c.03 All All All

Application Philips Patient Information Center Ix b.02 All All All

Application Philips Patient Information Center Ix c.02 All All All

Application Philips Patient Information Center Ix c.03 All All All

Application Philips Performancebridge Focal Point a.01 All All All

Application Philips Performancebridge Focal Point a.01 All All All
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References

Reference Source Link Tags

Philips Patient Monitoring Devices | CISA MISC us-cert.cisa.gov Third Party Advisory, US Government Resource

Product Security | Philips www.philips.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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